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@ Note

Account recovery is available for Enterprise organizations.
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< Send
. " | Company Credit Card
2, Tools Q O pany (ay organiz_)
- 4 Visa, 4242
= Reports ~  All vaults
A My vault & Personal Login
3 Settings My Organiz.. ' . I\D myusername @
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U bitwarden Policies ® @

Admin Console

My Organization
Require two-step login

£ Collections Require members to set up two-step login.
& Members Master password requirements
Set requirements for master password strength.
#8 Groups
= Reporting N Account recovery administration
Based on the encryption method, recover accounts when master passwords or trusted devices are forgotten or lost.
(Y Billing ~
Password generator
@ Settings ~ Set requirements for password generator.

Organization info Single organization

Restrict members from joining other organizations.

Policies
Two-step login Require single sign-on authentication

Require members to log in with the Enterprise single sign-on method.
Import data
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Q Tip
If you are automatically enrolling organization members in account recovery, we highly recommend notifying them of this

feature. Many Bitwarden organization users store personal credentials in their individual vault, and should be made aware that
account recovery could allow an administrator to access their individual vault data.
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0 Password Manager All vaults &

O Vaults

FILTERS @ () an Name Owner
<] Send
< Tools | Q |

All vaults
My vault

A
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My Organization There are no items to list.

| £ Enroll in account recovery ‘

All items [ Teave | =+ New item

s
77 Favorites
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0 Password Manager All vaults 88

) Vaults )
FILTERS @ () an Name Owner
<] Send
&, Tools | Q |
= Reports ~  Allvaults
2 My vault
i Settings My Organization

There are no items to list.

| ‘2 Withdraw from account recovery ‘

Allitems ‘ Emeri ‘ + New item
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@ Login
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@ Note

You must be an owner, admin, or permitted custom user to reset a master password. Check the permissions section of this article
to see whose master password you are allowed to reset.
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U bit‘ﬁgrgep Members [Q Search members ] 88 .
£ My Organization
m Invited ‘ Needs confirmation Revuked)

£ Collections
_ (] Al Name = Groups Role & Policies
& Groups 0 ° ; . s
= Reporting ~
B Billing w 0 = el '_-'_ User 2 ll
@3 Settings ~ £ Member role

¥ Groups

) Collections

(3 Event logs

< £ Recover account

© Revoke access

* Remove
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/. Warning

Proceeding will 1o mm m [l out of their current session, reguiring
them to log back in. Active sessions on other devices may continue to
remain active for up to one hour.

~— Mew password (required)

Cancel
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Update Master Password

£ WARNING

‘Your Master Password was recently changed by an
administrator in your organization. In order to access the
vault, you must update your Master Password now.
Proceeding will log you out of your current session,
requiring you to log back in. Active sessions on other
devices may continue to remain active for up to one
hour.

Master Password
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Re-type Master Password
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Master Password Hint (optional)

A master passward hint can help you remember your password if you

torget it
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