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( @ Note
Cloudflare Zero Trust can be configured with any IdP that operates using SAML 2.0 or OIDC SSO configurations. If you are not
familiar with these configurations, refer to these articles:

e SAML 2.0 Configuration

e OIDC Configuration
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@ Note
Cloudflare will only support SAML via the Access Application Gateway. This means that the SAML 2.0 must be selected in the
Bitwarden configuration. OIDC authentication can still be configured from the IdP and Cloudflare.
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U bitwarden Single sign-on

Admin Console

aon
fi1s2:]
ooo

e L h Use the require single sign-on authentication policy to require all members to log in with SSO.

ClCn Ratine Allow SSO authentication

Onece set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.

2 Members
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= Reporting s Provide this 1D to your members to login with SS0. To bypass this step, set up Demain verification
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g Member decryption options
@} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, S50 required policy, and
account recovery administration policy with automatic enrollment will turn on when this aption is used.
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SAML 2.0 metadata URL
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@ Note

If the IdP you are using has a support groups feature, this option must be disabled. Bitwarden does not support group based
claims, enabling this option will result in an XML element error on the Bitwarden end.
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@ Note
For the generic OIDC configuration, the Auth URL, Token URL, and Certificate URL can be located with the well-known URL.
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Cloudflare Zero Trust ASS'Q” a group
Assign a group to your application to enforce a set of predafined rulas.
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@ Note

You can also apply user access through the App Launcher for access to the Bitwarden login with SSO shortcut. This can be
managed by navigating to Authentication —» App Launcher —» Manage. The application policies in the above example can be
duplicated or generated here.
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