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Management of cryptographic keys is incredibly sensitive and is only recommended for enterprises with a team and
infrastructure that can securely support deploying and managing a key server.
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@ Note

HIREDINERDMSSQLT —IR—X % {FH L TWBIES.
BRIEDEEICRLBEUIEAETT —IR—ADN\Y I T v TEBR>TLIEE L,

2. BRIFIDEEEREIT BHIC. B2RA NEIDBitwardenf YA M —J/LEBEFH LT LS LY,

E

./bitwarden.sh update

3. .bwdata/config.yml 7 71 ILZ4E L. enable_key connector % true KD EZTF—IRII—EFMLTLLLEE W,

E

nano bwdata/config.yml

4. RO BE 2R A MEBitwardent YA M =)L = BEBEUET

E

./bitwarden.sh rebuild

5. LEABAT BHic. BEHRA MBI OBitwardent YA M —J)LEZBEEFHLTL LI W,

ER]

./bitwarden.sh update

F—ARVIY—ZRETD
F—ORUH—RBETBICE

1. .bwdata/env/key-connector.override.env 77 AL Z#wELTLIEE W, CD T 7A)LIE . /bitwarden.sh Fif
TYIVO—REINB3IETTT,

ER]

nano bwdata/env/key-connector.override.env

This file will be pre-populated with default values that will spin up a functional local Key Connector setup, however the default
values are not recommended for production environments.
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2. key—-connector.override.env®, ROIEBICEZIEET D2UNENHD FT .
o TYRKRAY M F=OXRIHY—HIEETE ZBitwardenD LY KR+ > kK,

o FT—HR—Z I F—OARTY—HI1—H—F—%FEFEL. BET BIZF.
o RSAF—RT7: =I5 —HNI1—H—F—%{RET ZZHICRSAF—RTFICEDELSICTIERT Bh,

IVRKRLIV K

BEREREIF. 1Y RAM—ILREICEDVWTIY RRA Y hDOEZBEINICEREL £IH. key—connector.override.env
DT OENBHBTcDEREICHELTND Z EZERIT DI L2 RENDLET:

ER]

keyConnectorSettings_ webVaultUri=https://your.bitwarden.domain.com

keyConnectorSettings__identityServerUri=http://identity:5000

TF—=HINR—=2R

F—ARTI—F, BEBOAYN—DIHOEENEINI——F—%REFETEIT—IR—RICTIECRTINENH DT,

EE Il - —F—%RETDLOHDLERT—IR—XEZEB L. T 7 /L hDkeyConnectorSettings__database_ DfE%key
—connector.override.envCHESNBICEEMZITLLIE STV, BRUCT—IR—ADOUELRM@ETICEEEHINTVWET,

Migration from one database to another is not supported at this time. Regardless of which provider you choose, implement a
frequent automated backup schedule for the database.

T—IN—2R HERE

TAMUTRERS I A

A—7JLJSON

— keyConnectorSettings__database rovider=json
(F7A4ILR) / 9 —F !

keyConnectorSettings__database__jsonFilePath={File_Path}

keyConnectorSettings__database_ provider=sqglserver

keyConnectorSettings__database__sqlServerConnectionString={Connection_Strin

Microsoft SQLHY —/\— -

MSSQLEGXFIND 7 A —X Y hAEZFVERL &S
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T=IN—2R HEISE

keyConnectorSettings__database_ provider=postgresql

keyConnectorSettings__database__postgreSqlConnectionString={Connection_Stri

PostgreSQL
& ng}

PostgreSQLIEGIXFID 7 #—<X v NAEZFOEL & 5
keyConnectorSettings__database__provider=mysql

MySQL/MariaDB keyConnectorSettings__database__mySqlConnectionString={Connection_String}
MySQUEEHRXFIID 7+ —< v NEEZZTEL &S
keyConnectorSettings__database__provider=mongo
keyConnectorSettings__database__mongoConnectionString={Connection_String}

MongoDB
keyConnectorSettings__database__mongoDatabaseName={DatabaseName}
MongoDBIEHiXFID 7 # —< v NFEEZTEL £ 5

RSAF—A~7

F—OARTH—IFRSAF—R7EFALT, I—F—F—%FRELET, T—RT7EEHL. T7 4L kDkeyConnectorSettings__ rsaKe
y__&keyConnectorSettings_ certificate_ DfEZkey-connector.override.env
TERUICERICDEBEICESHRZITIIES L,

Q Tip
The RSA key pair must be at a minimum 2048 bits in length.

—RRRYIC, BRI E U TE. F—RFPZEOX509 FIABANDF—OART I — DTV R ZHAT B H\
BEXF—RPADF—ARXRII—ADTF IR ZHTINNHD £,
=&

RSAF—RT7EZETX509IAEX(FRAT 2 ICIE. GEAENMRESNTWBBRICIEU TUHEREEIELET (Z7IMILVYATLA,
OSiIAZEA M7 EESBLTLEETW) !
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( Q Tip

The certificate must be made available as a PKCS12 . pfx file, for example:

Bash

openssl req —x509 -newkey rsa:4096 -sha256 -nodes -keyout bwkc.key —out bwkc.crt -subj "/CN=Bi

twarden Key Connector" -days 36500

openssl pkcsl2 - —-out ./bwkc.pfx —-inkey bwkc.key -in bwkc.crt —passout pass:{Password}

In all certificate implementations, you'll need the CN value shown in this example.

\

77MIVARTL (F7AILK)
SERENF —ORI I —EZITUTVWEBIY YYD T 7AINIVRATALAIBRESINTWDIES., XOEZIEELTL WL

@ Note

By default, Key Connector will be configured to create a . pfx file located at etc/bitwarden/key—connector/bwkc.pfx with a
generated password. It is not recommended for enterprise implementations to use these defaults.

E

keyConnectorSettings_ rsaKey_ provider=certificate
keyConnectorSettings_ certificate_ provider=filesystem
keyConnectorSettings__certificate__ filesystemPath={Certificate_Path}

keyConnectorSettings__ certificate_ filesystemPassword={Certificate_Password}

7Ya-=-)7O07 A=Y
(FARZH%Azure Blob Storagelc 7 v 7O— K23 IFE. KOEEIBEL T LI W

ER]

keyConnectorSettings_ rsaKey provider=certificate

keyConnectorSettings_ certificate_ provider=azurestorage

keyConnectorSettings__ certificate__azureStorageConnectionString={Connection_String}

keyConnectorSettings__ certificate__azureStorageContainer={Container_Name}
keyConnectorSettings_ certificate__azureStorageFileName={File_Name}

keyConnectorSettings__ certificate__azureStorageFilePassword={File_Password}
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azureStorageConnectionString%Z. Azurelh—% L THEFZ I ERAER(SAS)
DR=IDSBRBIEDANL—ITHIY N TERTEBBEXFINCEHRELE T, SASEUTZHORENH DT !

o HAIENZHY—EX : Blob&File
o HE[INEVUY YA T H—FR, AVFF ATV
o HUESNIHER: FHAWD., EFIAH. UX L

o RIS Nifcblob ¥ T v U ADIER: HAND /EEAHETAILY —

Azure ¥—{REE
FERRE DY Azure Key VaultilfRIZESNTWBIBE. UM TOREEZEEL TSI W :

( @ Note

To use Azure Key Vault to store your . pfx certificate, you'll need to create an Active Directory App Registration. This App
Registration must:

e Give delegated APl permissions to access Azure Key Vault

e Have a client secret generated to allow access by Key Connector

Bash

keyConnectorSettings_ certificate__ provider=azurekv

keyConnectorSettings__ certificate__azureKeyvaultUri={Vault_URI}

keyConnectorSettings__certificate__azureKeyvaultCertificateName={Certificate_Name}

keyConnectorSettings__certificate__azureKeyvaultAdTenantId={ActiveDirectory_TenantId}
keyConnectorSettings_ certificate_ azureKeyvaultAdAppId={AppRegistration_ApplicationId}

keyConnectorSettings__certificate__azureKeyvaultAdSecret={AppRegistration_ClientSecretValue}

Hashicorp fR EE
ERRE A HashicorpREBEICREINTWRIBE . ROMEEEEL T LI :

@ Note

Key Connector integrates with the Hashicorp Vault KV2 Storage Engine. As per the top of this tab, the certificate file should be in
PKCS12 format and stored base64-encoded as the value to a named key in your Vault. If following a Vault tutorial for the KV2
Storage Engine, the key name may be file unless otherwise specified.
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Bash

keyConnectorSettings__ rsaKey_ provider=certificate

keyConnectorSettings_ certificate__provider=vault

keyConnectorSettings__ certificate__vaultServerUri={Server_URI}

keyConnectorSettings__certificate__vaultToken={Token}
keyConnectorSettings__certificate__vaultSecretMountPoint={Secret_MountPoint}
keyConnectorSettings__certificate__vaultSecretPath={Secret_Path}
keyConnectorSettings__certificate__vaultSecretDataKey={Secret_DataKey}

keyConnectorSettings__certificate__vaultSecretFilePassword={Secret_FilePassword}

=F—~R7
RSA 2048F —RF7 % {R1FT 21cHICY T R TANA T —F 1 ISIBRNGT/\1 A Z2{FERAT 3 (T,
BIRUVAREICHEC TREREEEELET (Azure Key fREE. Google Cloud Key BIAEASB LTSIV ¢

Azure ¥F—REE
RSA 2048F —RTF ZR1FT B fcITAzure Key VaultZfFR L TWBIHE. ROEBEEIEEL T LS W

( @ Note

To use Azure Key Vault to store your RSA 2048 key, you'll need to create an Active Directory App Registration. This App Registration
must:

¢ Give delegated APl permissions to access Azure Key Vault

e Have a client secret generated to allow access by Key Connector

ER

keyConnectorSettings__rsaKey__provider=azurekv
keyConnectorSettings__rsaKey__azureKeyvaultUri={Vault_URI}

keyConnectorSettings__rsaKey__azureKeyvaultKeyName={Key_Name}

keyConnectorSettings__rsaKey__azureKeyvaultAdTenantId={ActiveDirectory_TenantId}

keyConnectorSettings__rsaKey__azureKeyvaultAdAppId={AppRegistration_ApplicationId}

keyConnectorSettings__ rsaKey__azureKeyvaultAdSecret={AppRegistration_ClientSecretValue}

Azure Key VaultZ R UL THF—RF ZER T 2 HEEZZTEL £

Google Cloud*+—E#
$H 712 fzh’Google Cloud Key Management% {8 L TRSA 2048F — X7 ZRIFELTVRIBE. ROEEEEL T LI W :

© 2025 Bitwarden Inc | Page 8 of 11


https://docs.microsoft.com/en-us/azure/key-vault/keys/quick-create-portal

U b itv\/a rd e n Secure and trusted open source password manager for business

Bash

keyConnectorSettings__ rsaKey__provider=gcpkms

keyConnectorSettings__rsaKey__googleCloudProjectId={Project_Id}

keyConnectorSettings__rsaKey__googleCloudLocationId={Location_Id}
keyConnectorSettings__rsaKey__googleCloudKeyringId={Keyring_Id}
keyConnectorSettings__rsaKey__googleCloudKeyId={Key_Id}
keyConnectorSettings__rsaKey__googleCloudKeyVersionId={KeyVersionId}

Google Cloud Key Management ServiceZ{EFR L TF+—U VI L ER[IMF—Z2ER T 25522 V0FL &S
AWSFHF—VYR—I AV N —ER
HIRIEHDAWSF —EEH —E X (KMS) %Z{FH U TRSA 2048 —R7 % R1FT DIHES. KOEEIEEL TSV :

ER]

keyConnectorSettings__ rsaKey provider=awskms
keyConnectorSettings__rsaKey__awsAccessKeyId={AccessKey_Id}

keyConnectorSettings__rsaKey__awsAccessKeySecret={AccessKey_Secret}

keyConnectorSettings__rsaKey__awsRegion={Region_Name}

keyConnectorSettings__rsaKey__awsKeyId={Key_Id}

AWS KMSZE(FR U CIERRF—2ERN T 2 HEZFVCEL &L S

PKCST $I2R975% HSM
PKCSNZO/\A 5 — EMIBIRHSMT/INA R Z{FRA UL TWSIEE. ROEEIEEL TS LN
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Bash

keyConnectorSettings__ rsaKey__ provider=pkcsll

keyConnectorSettings__rsaKey__pkcsl1Provider={Provider}

keyConnectorSettings__rsaKey__pkcs11SlotTokenSerialNumber={Token_SerialNumber}
keyConnectorSettings__rsaKey__pkcslllLoginUserType={Login_UserType}
keyConnectorSettings__rsaKey__pkcsllLoginPin={Login_PIN}

ONE OF THE FOLLOWING TWO:
keyConnectorSettings__rsaKey__pkcsllPrivateKeylLabel={PrivateKeylLabel}
keyConnectorSettings__rsaKey__pkcsllPrivateKeyId={PrivateKeyId}

OPTIONALLY:
keyConnectorSettings__rsaKey__pkcsLibraryPath={path/to/library/file}

Lzt
e {Provider}tidyubihsmZEzldopensclciid I EMNTEEY,

e {Login_UserTypeHdd1—H—_ Eh 5. FEF@IAVTFANIREFET DI ENTEEXT

@ Note

If you are using the PKCSI1 provider to store your private key on an HSM device, the associated public key must be made available
and configured as a certificate using any of the options found in the Certificates tab.

XXV 7—%&F/MICTS
F—AXVI—DPRBICHRESN, F—OARIIY—WE 71V AZREBELIEDOT, ROFIEERTT LTSN

—_

BREOLTEEBEHAT SHIC. BERR MEIDBitwardent YA N —ILEBREH LTS W,

Bash

./bitwarden.sh restart

2. )L7/R X NEB! Bitwarden [CAREFFEE S LTO/ 1Y L. BBV Y —ILO[EEKR] > [V7RAIV TV av]EEICEBEL X
3.4 EVAEEHARAY VEBIRL, F—ARIY—WRDSA4tYRAZ27yv7O—RU£ET, TNIFFIORATY FTEELZED T,

4. REFT>TVWRWERIE, BRE>RYY—BEICBEL. B—EBCE—T1 VA VRN BEDRY Z—ZBWIC LTS,
@MAEHF—ARII—ZERTIVEDNH DT,

o
]

> VIV A A YERICEELET,
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Q Tip
The next few steps assume that you already have an active login with SSO implementation using SAML 2.0 or OIDC. If you don't,
please implement and test login with SSO before proceeding.

6. AVN—EBEHXATYarvE/yaryT F-—OARII—ZERLIT,

7. F—=ARIVI—URLODAAMEIC, F—AXTF—IEELTWVWBTZRLR (F7AIL KT https://your.domain/key—connecto
r) ZAHUL. FAMRY VZBIRUTCF—OARI Y —IC T I ERTEDZ I EZBRL T LS W,

S EENDTFETAZAO—-/ILU. REEERLTLEI L,
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