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Admin Console

My Organization — Erom

~ o~ To -
A Collections ‘ 11/04/2024, 12:00 AM (] ‘ - ‘ 12/04/2024, 11:59 PM (] ‘ Update

A Members
Timestamp Client Member Event
#8 Groups
— ) Dec 3, 2024, 3:34:18 PM Web vault - Chrome u Modified policy f813db@1.
= Reporting ~
Event logs Dec 3, 2024, 3:34:05 PM Web vault - Chrome F - User a9731c4c enrolled in account recovery.
Reports Dec 3, 2024, 3:32:49 PM Web vault - Chrome mE Edited user a9731c4c.
2L e Dec 3, 2024, 3:3212 PM Web vault - Chrome = Modified policy f813db@1.
3 Settings v
Dec 3, 2024, 3:32:09 PM Web vault - Chrome '] Modified policy c@fd725e.
Dec 3, 2024, 3:31:54 PM Web vault - Chrome ] Removed user cf@bdbc@.
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o VAUV FONRT—-REZEELF U, (1001)
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o ER ST A T L item-identifier, (1100)
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© 2025 Bitwarden Inc | Page 4 of 9


https://bitwarden.com/ja-jp/help/account-recovery/
https://bitwarden.com/ja-jp/help/about-key-connector/
https://bitwarden.com/ja-jp/help/approve-a-trusted-device/

U bitwarden

e BTSN T A T L item-identifier, (1116)

o 74 F hitem-identifier®h— RPUEERRUE U, (1117)

e L% ¥ 3avcollection-identifierz R LE Uiz, (1300)

e MREIL Y Y 3 collection-identifier. (1301)

e HIBfENhicaL Y ¥ 3 collection-identifier, (1302)
II=TA4RY +

o 7)—Fgroup-identifier&{ER L& LTz, (1400)

o REIN =) — T group-identifier, (1401)

o HiFREN =¥ )L — 7 group-identifier, (1402)
HBOIRY F

o BFENhfcd1—Y— user-identifier, (1500)

o R ETNhfcd1—Y— user-identifier, (1501)

o MRESINhfc1—H— user-identifier, (1502)

o d—#—user-identifierZHlIfk LE U, (1503)

o d—Ht—user-identifier®dfcb DERES NS IV —T, (1504)
e 11—t —user-identifierdSSOU VU @R LE Uiz, (1505)
o A—Y—-WAIFIITHIY FOEIEICERLUE Uiz, (1506)
o A—Y—-WRIFRTHOY FOEENSHEIRULE U, (1507)
e user-identifier® XX ¥ —/{AT—RUtwvY k, (1508)

e 11—t —user-identifier™SSOU Vo &EUtzw FULET, (1509)

Secure and trusted open source password manager for business

o A-HY—AIFIZ. FMHTSSOEFERLTCOV 1> LE LR, (1510)

o A—-Y—-ERFOS1)OEET 7 ERXERMIELELE
o A—-Y—AIF (1512) OEBY V EAEE/ITLEY
o A-Y—-HRFORODOEREFHTINA X, (1513)

o A-HY—-ERFOT/I\1 AMEBThE U, (1514)

o MHBOREEMELE U, (1600)

© 2025 Bitwarden Inc | Page 5 of 9



U bitwarden

HEBOREEZE/N—Y L U, (1601)

I AR— FENHELRDOREE, (1602)
BEIO/N\AY - CL2EBOREENDT IR, (1603)
HBEIISSOEBRMIC LE LT, (1604)
HEEIISSOEEMIC LE LT, (1605)
H@HBRICLIcF— axY 5, (1606)
HEFF—ORVY—EENCLE U, (1607)
J7IU—-RRVB -y IHAERAESNhE Ui, (1608)
{EIEENic7R Y ¥ — policy-identifier, (1700)

RALSY BALCYBZEEMULE Uz, (2000)
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() Accessing organization using Provider My Provider
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Event logs
My Client's Organi.. g .

1 Collections

From — Ta .
2 Members (11;05;2024, 12:00 AM (] ] - | 12/05/2024, 11:59 PM ] ‘ Update

4 Groups
Timestamp Client Member Event
= Reporting ~
Dec 5, 2024, 9:24:08 AM  Web vault - Chrome  Brett Warde  (My Provider) | Created collection T8586b63.
Event logs
Reports Dec 5, 2024, 9:23:48 AM  Web vault - Chrome  Brett Warde  (My Provider) | Created collection 529fd672.
[ Billing v Dec 5, 2024, 9:23:37 AM  Web vault - Chrome  Brett Warde) (My Provider) | Edited collection dea82d75.
£ Settings s

Dec 5, 2024, 9:18:56 AM Web vault - Chrome  Brett Wardel (My Provider) || Invited user 9a71dach.

IOAR=FARY
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U bitwarden Event logs ) '

Admin Console

My Organization _ From

\ ~To \
) Collections ‘ 1/04/2024,12:00 AM (m] ‘ - ‘ 12/04/2024, 11:59 PM (m] ‘ Update ||

A Members
Timestamp Client Member Event
¥ Groups
— Dec 3, 2024, 3:34:18 PM Web vault - Chrome . Modified policy f813db@1.
= Reporting ~
Event logs Dec 3, 2024, 3:34:05 PM Web vault - Chrome F " User a9731c4c enrolled in account recovery.
Reports Dec 3, 2024, 3:32:49 PM Web vault - Chrome mE Edited user a9731c4c.
& Billing N Dec 3, 2024, 3:3212 PM Web vault - Chrome “m Modified policy f813db@1.
0} Settings ~
Dec 3, 2024, 3:32:09 PM Web vault - Chrome [] Modified policy c@fd725e.
Dec 3, 2024, 3:31:54 PM Web vault - Chrome =i Removed user cf@bdbcl.
BZIE :
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Bash

message,applcon,appName,userld,userName,userEmail,date,ip, type

Logged in.,fa-globe,Web Vault - Chrome,1234abcd-56de-78ef-91gh-abcdef123456,Alice,alice@bitwarden.c
om,2021-06-14T14:22:23.3317517,111.11.111.111,User_LoggedIn

Invited user zyxw9876.,fa-globe,Unknown,1234abcd-56de-78ef-91gh-abcdef123456,Alice,alice@bitwarden.
com,2021-06-14T14:14:44.7566667Z,111.11.111.111,0rganizationUser Invited

Edited organization settings.,fa-globe,Web Vault - Chrome,9876dcha-65ed-87fe-19hg-654321fedcba,Bob,
bob@bitwarden.com,2021-06-07T17:57:08.1866667Z,222.22.222.222,0rganization_Updated

APIOL ARV X
/eventsITY RiRA Y FH SBitwarden AFAPIOARY FOTICT VAT D E, RDLDHBISONL ARV ANRENET ¢

"object": "list",
"data": [
{

"object": "event",
"type": 1000,
"itemId": "string",
"collectionId": "string",
"groupId": "string",
"policyId": "string",
"memberId": "string",
"actingUserId": "string",
"date": "2020-11-04T15:01:21.698Z2",
"device": 0,

"ipAddress": "XXX.XX.XXX.X"

]I

"continuationToken": "string"
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RESTful APIE(ERT 2 & :
e GET /public/membersid, AV /\—_ ID, BLVEDEHTENfcgroupid&IRULET,
e GET /public/groupsld. IRXTOZIL—=T, ID, BDETEhiEOLY Y3y, SLXVZENEOERERUET,
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