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@ Note

Please note, Bitwarden does not support changing a user's email address once provisioned. Bitwarden also does not support
changing a user's email address type, or using a type other than primary. The values entered for email and username should be
the same. Learn more.
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Admin Console

L O A e Automatically provision users and groups with your preferred identity provider via SCIM provisioning

O Collections Enable SCIM
Set up your preferred identity provider by configuring the URL and SCIM AP| Ker
& Members Hp yeurprete R suring v
SCIM URL -
% Groups [II—-- LA s b e B0 ol kIS ‘
= Reporting ~7 SCIM AP key
(Y Billing ~ [ c D
This AP| key has access to manage users within your organization. It should be kept secret.
0} Settings ~
Organization info
Policies

Two-step login
Import data

Export vault
Domain verification
Single sign-on
Device approvals

SCIM provisioning
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Search

STATUS @ Okta Admin Console

ACTIVE 0

INACTIVE 0 @ Okta Browser Plugin

Okta Dashboard
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Browse App Integration Catalog

Use Case
All Integrations 7453 Bitwarden X
Apps for Good 8
POPULAR SEARCHES : Bookmark App SCIM 2.0 Test App  Okta Org20rg  Template App
Automation 23
Centralized Logging 11 = e Rearden Commerce £ FSRS gov Awardees
SAML, SWA = SWA
Directory and HR Sync 14
B Aquacrmsoftware Forward
Bot or Fraud Detection 2 faveem = SWA FORWARD WA
Identity Proofing 7
Awardco .
Aavardco Bitwarden
Identity Governance and 5 SAML

Administration (IGA)

See All Results =
Lifecycle Management 534 ee esults

Multi-factor Authentication 22

NN o enina LYYV CVAIA erina

© 2025 Bitwarden Inc | Page 4 of 7



U bit\/\/a rd e n Secure and trusted open source password manager for business

i bn bu/-r\7 /%‘EE?R L/T ;QIF:E /UT < 71._3 \l\

—RRERTE

—{EEREY 7. P AU —Y 3 v A =— 2 TBitwardeniEH D I NILEFIT TLIEE W,

A—HYF =P TV 5= 3> 74 A %R T LGV EOkta Mobile

App TP VT =23y PAAVERTULEBWVWOA 7Y zF v L, BRTZBIRLTLLES W,
7OV 3=V DBE

70V 3=V I8%E

JAEY 3=V I TEEE. APMYTIL—YayvORERT VERIRULET,

BRI D& OktaldBRET DDV DOHIDA T avZ YRR Y TIULET !

Bitwarden
m View Logs Monitor Imports
General Provisioning Import Assignments Push Groups

Settings

Integration

Bitwarden: Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Bitwarden

Contact partner support: https://bitwarden.com/contact/

Cancel

Enable APl integration

Enter your Bitwarden credentials to enable user import and provisioning features.

Basa LRL https://scim.bitwarden.com/v2/6f012726-bff2-455b-adab-ackel

APl Token

Test APl Credentials
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Bitwarden SCIM

B ok

‘ J, | ViewLogs Monitor Imports
General Mobile Provisioning Import Assignments Push Groups
Settings
oo okta - O
To Okta
Integration
Provisioning to App Cancel
Create Users Enable

Creates or links a user in Bitwarden when assigning the app to a user in Okta.
The default username used to create accounts is set to Okta username.
Deactivate Users Enable

Deactivates a user's Bitwarden account when it is unassigned in Okta or their Okta account is deactivated. Accounts

can be reactivated if the app is reassigned to a user in Okta.
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@ Note
The Invite > Accept - Confirm workflow facilitates the decryption key handshake that allows users to securely access organization

vault data.
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