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U bitwarden SCIM provisioning N -

Admin Console

L O A e Automatically provision users and groups with your preferred identity provider via SCIM provisioning

£ Collections Enable SCIM

Set up your preferred identity provider by configuring the URL and SCIM AP| Key
2 Members ! ! ! °
~ SCIM URL -
% Groups ] e N Y R TR e ] T o |
- "
= Reporting ~7 — SCIM API key .
- @ O ‘
(5 Billing ~ L )
This AP| ke has access to manage users within your organization. It should be kept secret.
0} Settings ~
Save
Organization info
Policies

Two-step login
Import data

Export vault
Domain verification
Single sign-on
Device approvals

SCIM provisioning
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OnElOgin Users Applications Devices Authentication Activity Security Settings Developers

Applications

RZR/N—ICSCIME S 1 7 L. SCIM Provisioner with SAML (SCIMV2 TV —7S5A4 )7 7 EBIRL T

onelogin Users Applications Devices Authentication Activity Security Settings Developers Getting Started Guide

Find Applications

Q, sSCIM

P

SCIM Provisioner with SAML (Core Schema v1.1)
SAML2.0, provisioning
Onelogin, Inc

SCIM Provisioner with SAML (Enterprise Schema v1.1)
SAML2.0, provisioning
Onelogin, Inc

SCIM Provisioner with SAML (SCIM v2 Core)
SAML2.0, provisioning
OnelLogin, Inc

SCIM Provisioner with SAML (SCIM v2 Enterprise)
SAML2.0, provisioning
OneLogin, Inc

SCIM Provisioner with SAML (SCIM v2 Enterprise, full SAML)
[1] SAMLZ.0, provisioning
Onelogin, Inc

SCIM Provisioner w/SAML (SCIM v2 w/OAuth)
SAML2.0, provisioning
Onelogin, Inc
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SCIM Provisioner with SAML (SCIM v2 Enterprise)

More Actions ~

Info Application details

" s SAML Audience URL
| Configuration

Parameters
SAML Consumer URL
Rules
$80
Access
Users API Connection

Privileges APl Status

@ Disabled Enable

SCIM Base URL

SCIM JSON Template
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Edit Field Groups

Value

Select Groups v m

Added Items

Flags
[ ] include in SAML assertion
Include in User Provisioning
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New mapping

Mame

Create Groups from Roles

Conditions

Mo conditions. Actions will apply to all users.

Actions

Set Groups in SCIM - SCIMenelogin - AJ From Existing (@) Map from OneLogin

Foreach role =  with value that matches =

set SCIM - SCIMonelogin - AJ Groups named after roles.
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Settings  Developers Getting Started Guide .

Onelogin Users  Applications Devices  Authentication  Activity  Security

Applications /
More Actions -

SCIM Provisioner with SAML (SCIM v2 Enterprise)

Info
API Connection
| Configuration
API| Status

Parameters @ Enabled Disable

Rules
SCIM Base URL
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Onelogin Users Applications Devices Authentication Activity Security Settings Developers

Applications /

SCIM Provisioner with SAML (SCIM v2 Enterprise)

nfo Workflow

configuration Enable provisioning

Parameters Require admin approval before this action is performed
Create user
Rules
ules Delete user
S50 Update user
Access When users are deleted in OneLogin, or the user's app access is removed, perform the below action

Provisioning Delete -
Users

When user accounts are suspended in OneLogin, perform the following action:

Privileges

Suspend -

Entitlements
Refresh

Entitlements are user attributes that are usually associated with fine-grained app access, like app group, department, organization, or license level. When you
click Refresh, Onelogin imports your organization's app entitlement values (such as group names or license types) so you can map them to OneLogin attribute values

Entitlement refresh can take several minutes. Check Activity > Events for completion status
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@ Note

The Invite - Accept > Confirm workflow facilitates the decryption key handshake that allows users to securely access organization
vault data.
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