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U bit\/\/a rd e n Secure and trusted open source password manager for business
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O Vaults Identify and close security gaps in your online accounts by clicking the reports below.
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= Reports

Exposed passwords Reused passwords Weak passwords
Passwords exposed in a data Reusing passwords makes it Weak passwords can be easily
breach are easy targets for easier for attackers to break into guessed by attackers. Change
attackers. Change these multiple accounts. Change these these passwords to strong ones
passwords to prevent potential passwords so that each is using the password generator.
break-ins. unique.

Unsecure websites Inactive two-step login Data breach

URLs that start with http:// don't Two-step login adds a layer of Breached accounts can expose
use the best available protection to your accounts. Set your personal information.
encryption. Change the login up two-step login using Secure breached accounts by
URls for these accounts to Bitwarden authenticator for enabling 2FA or creating a
https:// for safer browsing. these accounts or use an stronger password.

alternative method.
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U bitwarden Reports §§§ .

Admin Console

My Organization ~ Identify and close security gaps in your organization's accounts by clicking the reports below.

[ Collections

Members —
4 —2 ET .
&8 Groups S
= Reporting ~
Exposed passwords Reused passwords Weak passwords
Event logs ) X i
Passwords exposed in a data Reusing passwords makes it Weak passwords can be easily
Reports breach are easy targets for easier for attackers to break into guessed by attackers. Change
attackers. Change these multiple accounts. Change these these passwords to strong ones
[ Billing ~ passwords to prevent potential passwords so that each is using the password generator.
break-ins. unique.
©} Settings ~

———
2
Unsecure websites Inactive two-step login Member access
URLs that start with http:// don't Two-step login adds a layer of Ensure members have access to
use the best available protection to your accounts. Set the right credentials and their
encryption. Change the login up two-step login using accounts are secure. Use this
URIs for these accounts to Bitwarden authenticator for report to obtain a CSV of
https:/f for safer browsing. these accounts or use an member access and account

alternative method. configurations.
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https://dropbox.tech/security/zxcvbn-realistic-password-strength-estimation
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https://haveibeenpwned.com/FAQs
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