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Q Tip

Already an SSO expert? Skip the instructions in this article and download screenshots of sample configurations to compare against your own.
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U bitwarden Single sign-on

Admin Consecle

My Organization e Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow SSO authentication

Onece set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.

2 Members
~ 330 identifier (requirad)
& Groups ‘ unique-organization-identifier
E Report]ng o Provide this 1D to your members to login with 350, To bypass this step, set up Domain verification
Billin N . .
& g Member decryption options
@} Settings ~ (@ Master password

() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single erganization policy, S50 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

Organization info

Policies
Two-step login ~ Type
‘ SAML 2.0 w
Import data .
Export vault
Domain verification SAML service provider configuration
Single sign-on Set a unique SP entity ID

Generate an identifier that is unigue to your organization
Device approvals

[ SP entity ID
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SAML 2.0 metadata URL
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Thank you for purchasing the Free Auth0 plan. You have 22 days left in your trial to experiment with

v features that are not in the Free plan. Like what you're seeing? Please enter your billing information here.
A
£
—
e App]ications + CREATE APPLICATION
Setup a mobile, web or loT application to use AuthQ for Authentication. Learn more W
o
(]
s

‘..f Default App Client ID:  RM3UeXnRtLBCSjPPCg7H I BB (c

): t j 1it]
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Quick Start Settings Addons Connections Organizations

Basic Information

MName *
Bitwarden Login with SSO )
Domain
.us.auth®.com |
Client ID
HcoxD53h70z152BuBpabhPWoZEGBHNho2 |
Client Secret
@ o

The Client Secret is not base&4 encoded.
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Advanced Settings

Application Metadata Device Settings OAuth Grant Types WS-Federation
Grants
Implicit Authorization Code Refresh Token Client Credentials
D Password D MFA D Fasswordless OTF
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Advanced Settings ~

Application Metadata Device Settings OAuth Grant Types WS-Federation Certificates
Signing Certificate

MIIDDTCCATWQAWIBAQIJdp2+LsuB8IyKcMABGCSqGSIb3DQEBCWUAMCOxX I jAgBgNY
BAMTGWR1dilobjExZzJhNi51cyShdXRoMCS5]jb2awHhcNMjEwWNDETMTUXM jUxWheN
MzOxMJTzMTUXMUxW] AKMSTWIAYDVQQDEX1kZ XY taG4xMWeyYTYudXMuY XVeaDAu
YZ9tMIIBIjANBgkqhk iGOwWOBAQEFAAOCAQBAMIIBCOKCAQEAZYRTSSCSLCYKTVUF
NCWBWCEE7 jkTtdxRGytTBwJEarqgzmgMzktBmkUBBfuz jrtcadxButRM679ADBPX9
WZLgwiCErdeKP8153/TvgkNkPyT2UE27Q04g1.Jy6FEUAgSqQwWTS/gtX6sxTogeHaN
cJ95stro/F+jtwl7Tukul1x4nv3TevK115TZRA38bW /J7Q61QC3MSMS2FG3D/hD1

Aol e s cn Al e b o o AT oL Ll e Lk Ll s s Enal M | sl
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Q Tip
In smaller windows, the Endpoints tab can disappear behind the edge of the browser. If you're having trouble finding it, click the Certificates tab and hit
the Right Arrow key (=).

Advanced Settings ~

stadata Device Settings OAuth Grant Types WS-Federation Certificates Endpoints

OAuth

OAuth Authorization URL

https://dev-hn11g2a6.us.auth0.com/authorize Py

Device Authorization URL

https://dev-hnllg2a6.us.auth0.com/oauth/device/code Py
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Thank you for purchasing the Free AuthQO plan. You have 21 days left in your trial to
E  experiment with features that are not in the Free plan. Like what you're seeing? Please enter
your billing information here.

Rules

Custom Javascript snippets that run in a secure, isolated sandbox in the AuthQ service as part of your authentication
pipeline. Learn more »

TRY ALL RULES WITH... ~ <3 REFRESH

Custom SAML Config
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ARIHRF FIJ#JV LTI, urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified, CDEIZEEDSAML NamelDISKICRETEEXT,
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Bash

function (user, context, callback) {
context.samlConfiguration.signatureAlgorithm = "rsa-sha256";
context.samlConfiguration.digestAlgorithm = "sha256";

context.samlConfiguration.signResponse = "true";

context.samlConfiguration.nameIdentifierFormat = "urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress"

context.samlConfiguration.binding = "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect";

callback(null, user, context);
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Log in to Bitwarden

{ Email address (required) }

Remember email

or

& Log in with passkey )

( = Use single sign-on )

New to Bitwarden? Create account
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Welcome

Log in to dev-hn11g2a6 to continue to Bitwarden
Login with SS0O.

Email address
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