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Q Tip

Already an SSO expert? Skip the instructions in this article and download screenshots of sample configurations to compare against your own.
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Single sign-on = @

Use the require single sign-on authentication policy to require all members to log in with SSO.

Allow SSO authentication

Once set up, your configuration will be saved and members will be able to authenticate using thelr ldentity Provider credentials.

~ S50 identifier (required) -
unique-organization-identifier

Provide this ID to your members to login with S50. To bypass this step, set up Domain verification

Member decryption options

(@ Master password
() Trusted devices

Once authenticated, members will decrypt vault data using a key stored on their device. The single erganization policy, $80 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.

~ Type
SAML 2.0 A

SAML service provider configuration

Set a unique SP entity ID

Generate an identifier that iz unigue to your organization

SP entity ID
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Clients

Clients are applications and services that can request authentication of a user. Learn more [£

Manage

N Clients list Initial access token Client registration
Client scopes Q Search for client > Create client Import client 1-6 ~

Realm roles

Client ID Name Type Description Home URL
Users

account ${client_account} OpenlD Connect — :
Groups

account-console ${client_account-console} OpenlID Connect — HE | ¢
Sessions

admin-cli ${client_admin-cli} OpenlD Connect — - :
Events

broker ${client_broker} OpenlD Connect  — - :

. master-realm master Realm OpenID Connect  — - H

Configure

security-admin-console ${client_security-admin-.. OpenID Connect — | H BN H

Realm settings
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master

https://mat.bitwarden.support/sso/saml2 ' savL @ crabled @ Action ~

Manage Clients are applications and services that can request authentication of a user.

Client scopes

Settings Keys Roles Client scopes Sessions Advanced

Realm roles
Users Signing keys config

Groups
2 If you enable the "Client signature required" below, you must configure the signing keys by generating or importing keys, and the

Sessions client will sign their saml requests and responses. The signature will be validated.

Events Client signature 0 Off
required @

Configure

Realm settings

BR#EIC. KeycloakDAA Y FESF -3V T, LIWAREEZERL, RICF—Y TEBRUET, RS256:IFEEEIRL T, MAEEZERLTIESL,

TESET General Login Email Themes Keys Events Localization Security defenses Sessions Tokens Cli¢ >
Keys list Providers
Manage —
Clients Y Active keys v  Q Searchkey > 1-4 ~
Client scopes
Feslin melEs Algorithm Type Kid Use Provider Public keys
Users
AES OCT a3282835-06db-42cc-b29a-ff969226eca9 ENC aes-generated
Groups
Seedlone HS256 ocT be68f437-88a6-4c3b-b92f-bf3bl14beeb6 SIG hmac-generated
Events
RSA-OAEP RSA zXKBnvtriZQU7MbyXJIIf60wGotgDbZwpG8_x7wE1QQ ENC rsa-enc-generated l Public key ] \ Certificate

Configure

Realm settings
RS256 RSA T3IREov-EMgDOENJ5AsHsvOGX-Z0s89jCyloy6fmlsE SIG

| rsa-generated [ Public key ] [ Certificate
Authentication
Identity providers
User federation 1-4 ~
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Log in to Bitwarden

~— Email address (required)

Remember email

or

( & Log in with passkey )

( B33 Use single sign-on )

New to Bitwarden? Create account
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Username or email
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