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Already an SSO expert? Skip the instructions in this article and download screenshots of sample configurations to compare
against your own.
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S s ~ Use the require single sign-on authentication policy to require all members to log in with SSO.

O Collections Allow S50 authentication
Once set up, your configuration will be saved and members will be able to authenticate using their Identity Provider credentials.
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Once authenticated, members will decrypt vault data using a key stored on their device. The single organization policy, 550 required policy, and
account recovery administration policy with automatic enrollment will turn on when this option is used.
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https://docs.oracle.com/cd/E19316-01/820-3886/ggwbz/index.html
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Enable SAML2.0

Sign on method
SAMLZ2.0

X.509 Certificate

Standard Strength Certificate (2048-bit)

Change View Details

SAML Signature Algorithm

SHA-256 -
Issuer URL
https://app.onelogin.com/saml/metadata/95eef6e7-560f-4531-9df3-02e7248415a8 0

SAML 2.0 Endpoint (HTTP)

https://mmccabe.onelogin.com/trust/sam|2/http-post/sso/95eef6e7-560f-4531-9df3-02e7248415a8 Iy

iEBREZEEE T, X509 PEMiEBREES UV O— R IZOAE-UET, B TERITZIUNENH Z7=HTI, AEE-LREE,
ALV OSSOEAEICR > TLIEEL),

2. HRIEOSAMLEEZINTU XLZRELTLLIEEL,
3. BRT=DOFHITHEURLESAML 20Ty RIRA Y F(HTTP)ZAELTLIEEL), ThEDEIRT CICERTIVNENBDET,

FoA

EROFES =2 aryhsTFIORAEERLTLIESL), BBt/ 3a VT,
BitwardenZ{FHTEBREDICUIEVWVITRTOBRENICT TV T =2 ayn7 I RAZEDHTTLES, FEAEDERTII.
Bitwarden$3BEDRBENEEM L. KODICF v vFA—IL (FIAIEX TIAILE) ICEDNTEIDHTBN,
BEEFOREICEDNTENYTET,

Privileges

Roles

Bitwarden SS0 Users v Default

Setup

© 2025 Bitwarden Inc | Page 7 of 12



[ ]
U b I tv\/a rd e n Secure and trusted open source password manager for business
DxTI7ITVICRS

CDRFET, OneloginiR—# ) OAVTFAFATHERINTERELE UK,
BREETTI BcICBitwardenI T T 7 TUICR>TLREEL),

VTN A YA VERIT. BREEZ DOV I VICHITTLET
e SAMLY—EX 7O/\1¥—DERICL>T. SAMLUS I X FOBEENREDET,

e SAMLIDZO/NA ¥ —Di8EIL. SAMLOSEICHIET 2R ERELET,

H—-EX7O/\1 5 —D_E
Onelogin Portal ©7 FU{ER A ICEIR UTEBIRAEICHE D T, LAFD T 1+ =)L FERELTLIESLL:

J1-JLE wifA
2D DT 4 —)VFE%E, OneLogin®SAML

namelD7 # =YY LT 4 =)L RTRIRULIEEDICIRELE T, 7 TURERIC,

TORNDY REETIVTUI A TIAIVETSAMLUY TR MZERI BIHICERSN37ILTU XA, sha-256,

SAMLUSZ TR FHAEREINBINESH/L\DERENDD., T T 4L LTI

E=TH OneloginldU / TX FOEZENEE L A,
SIANEETILTU Xh COT 14— EE. SAMLBETILTUZAT T URERICER L EEOICERE LT EEL,

CORYIR&EFTYI LTLESL)

— 7+ — 3, 5> VAR
BESNETY=2 VDR o OneloginDSAMLESERE ¥ —3 3V E - AFAIC 7 7 R EHCEE LSS,

HRIEDIAPHSIEIETEBZCAZE U CEEEEBEMMEDHD ZIAEEFERT 2 &3
CORYIREFIVI LTLIESL), BCERBEEID.

BNRSEEF  — > H'Bitwardend & 1 > DSSO Dockerf A— I RICIRESNTLVALIRD,
KT BT EEMENHDET,

AEBAEEIREEYS

Y—EXTONM T —DRENTT Ulcb, FEERTFLTIESL),

IDFOINM ¥ —DERE
IDTONA T —DBRETIE. PTUT—2 3> OEERET 370IC. LIZLIEOneLloginK— 5L ESBT ZUEN BT,

© 2025 Bitwarden Inc | Page 8 of 12



U bitwarden

Z14=JVE

NAYTaVTH47T

IUTINYA Y F Y —EXURL

oAy 79 Y —EXURL

X509 NFHEBRE

TIORNDY RERTIVIUZ A

FORNOYEOATTO RV I LEENICT S

BV I IR FICEBNMVETY

© 2025 Bitwarden Inc | Page 9 of 12

Secure and trusted open source password manager for business

H 1= DOneLoginDFITHEURLEA N LTLEESL), Thid,
Onelogin7 1) DSSOEEMN SEETEXT,
CDTA =V FRIRXFENMNFEXFIULET,

HTTP Post [C3R7E L&Y (SAML20TY FiRA Y b (HTTP)
TREhTL3LDIT),

B F=MOnelLogin SAML 20Ty RIRAL Y F(HTTP)ZEAN L TL £,
Zhl3IOnelogin? U MSSOEHEN SEBTEET,

RE, SSOTOOY M VIISLOEHR—FLUTL\EEA,
COFTY aVIFEROBEEOLDICTTEENTIERTH,
CHETHNIISRICRET 2T ENTEXT,

XS UT=X 509 ERAE ZERE DT, BIBRL TS EELN,

HEFFEOERARFENIFERRI L, RABRR—Z,
FrUyIUF—,
ZOMORD B FIIBADKIEICKRT SREAEBDXTY,

Onelogin
SSORREEY Y a YV TEIRESNIESAMLERZ 7L TU XLEERLTLIESL),

RE. ssOTcoOT 1 VIESLOEYR— FUTLIEEA,
COATY aVIIBROBEOLDICTHESNTIET,

OnelLoginASAMLU VT X FOEBBZEHFLTLIZHE DD,



U bitv\/a rd e n Secure and trusted open source password manager for business

@ Note

X509iFAHE AT ST 2 EE. BMHBORANGEAELTLEEL), SSOTY FA—HF—ADOY—EXOHRBZER eI,
FEREEEHITIMNENHDET, FERENHRIINICAR > EIHEETE.
BEELEMEEOTZAIY RIECA=INT ELREIRRY—=/IN\RADT—RTOJ1 Y TEXT,

DTONA T —-DRENTT LIcb. RELTLESL),

Q Tip

VTN A VA VBIRY Y —&EBMCIT BT ET, A—Y—ICSSOCTAV A VT BT EEERT B ENTEET,
AEUTLKESL, ThIZBE—QHEBRY > —EEFISERN T IVNENGDET, £E2EFA

MEETAFTS

BRENTT U, https//vaultbitwardencom|CBEIL T, A—=JIL7 RLXAZEANL. &IFT3EER L.
IVA=TSA XY IINWAIYRIVEERULTT AR LTLESL .

© 2025 Bitwarden Inc | Page 10 of 12


https://bitwarden.com/ja-jp/help/policies/
https://vault.bitwarden.com/

U bitv\/ a rd e n Secure and trusted open source password manager for business

)

J J

Log in to Bitwarden

{ Email address (required) ]

Remember email

or

& Log in with passkey

C )
( £ Use single sign-on )

Mew to Bitwarden? Create account

HMESNAEEATEANL, QI VEBRUTESL), SRIEOERNMEEICRESINTLZIEE,
OnelLogin®OOY A VEEICUY ALY FEhET,

© 2025 Bitwarden Inc | Page 11 of 12


https://bitwarden.com/ja-jp/help/saml-onelogin/

U b itv\/a rd e n Secure and trusted open source password manager for business

onelogin

» Connecting to Bitwarden SS0O

Username

Remember my username

Forgot Password

OneloginM &1 1EHR TR LTz, Bitwarden®Y X5 —/\AT— REAN UV TREEEESMHL LTSS !

@ Note

BitwardenlZBEFR L ARV AEYR—FULTULEBADT, HREDIAPASOT1 YV ERKRIDIEIS—HERELET,
SSOO % 4 > 7 O—I3Bitwardenh S BAS R IF NI D) £ A,

© 2025 Bitwarden Inc | Page 12 of 12



