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Dashbosrd » Applications » Bitwarden

Dashboard
=
Policies “ Bltwa rden Authentication Log il Remove Application
i . See the bitwarden partner page 7 for more information about protecting bitwarden logins with Duo.
Applications ~
Protect an Application . Reset Client Secret
Details
Authentication Proxy
Client ID [T} [ ] Copy
Users v
Groups v Client secrat Copy
Don‘t write down your clisnt secret or share it with anyone.
Endpoints v
2FA Devices w APl hostname Copy
Administrators '
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0 Password Manager Security 8 (BW

O Vaults Master password Two-step login Keys

<7 Send .
Two-step login

<, Tools

Secure your account by requiring an additional step when logging in.
= Reports

Settings Warning

Setting up two-step login can permanently lock you out of your Bitwarden account. A recovery code allows you to access
My account your account in the event that you can no longer use your normal two-step login provider (example: you lose your device).
Bitwarden support will not be able to assist you if you lose access to your account. We recommend you write down or print

Security the recovery code and keep it in a safe place.

e ﬁ\
Preferences |\ iew recovery co e/l
Domain rules
Emergency access Providers

Free Bitwarden Famili.. Email

Manage

Enter a code sent to your email.

Authenticator app
Enter a code generated by an authenticator app like Bitwarden
Authenticator.

=
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Passkey

T . . , Manage
Use your device's biometrics or a FIDO2 compatible security key.

Yubico OTP security key

Manage
&) Password Manager Use a YubiKey 4, 5 or NEO device. .

=
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44 Admin Console -' & Duo
Enter a code generated by Duo Security.

More from Bitwarden
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Providers

Email
) Manage
Enter a code sent to your email.

Authenticator app

Manage ‘
Enter a code generated by an authenticator app like Bitwarden Authenticator. | g
Passkey
N . . . Manage
Use your device's biometrics or a FIDOZ2 compatible security key. .
Yubico OTP security key [
: . Manage
Use a YubiKey 4, 5 or NEO device. .
Duo [
-' A _ Manage
Enter a code generated by Duo Security. |
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Duo

Launch Duo and follow the steps to finish logging in.

(] Remember me

Cancel

Use another two-step login method

Server: bitwarden.com-~
© 2024 Bitwarden Inc.
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Welcome to
Duo Security

Let's set up an account to protect your identity.

Next
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Duo (Organization)

Duo two-step login is required for your account.
Launch Duo and follow the steps to finish logging in.

] Remember me

Cancel

Use another two-step login method

server: bitwarden.com -~
© 2024 Bitwarden Inc.
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Welcome to
Duo Security

Let's set up an account to protect your identity.
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Q search Account (3 Help

Organization

Dashboard * Applications » Bitwarden

Dashboard
=
Policies “ Bltwa rden Authentication Log Til Remove Application
o Sea the bitwarden partner page OJ for more information about protecting bitwarden logins with Duo.
Applications ~
Protect an Application o Reset Client Secret
Details
Authentication Proxy
Client ID [ [ ] Copy
Users e
Groups v Client secret Copy
Don't write down your client secret or share it with anyone.
Endpoints w
2FA Devices w API hostname Copy
Administrators w

9547 YRID, 9547 bho—=9Lyv b, ELTAPIRARMRZ X ELTLZE W\, BitwardenA TDuoZ :RE T 2 IRIC 1.
INEDEZSRIT ZNENGD XTI,

Bitwarden CDuoZ 8 E9 3

DuoZ{JERRE USRE U /cE. DUOBBE/INRILNS S BICT IUTr—y 3 VEREDTEEITORIIC.

FNHEBICT U CERICEETH DI EEEMICT DI ENEETY, REDPTELX{TSICIE. BitwardenTDuoZ ERfIC L.

DuoBHE /(XL TUHELRLTE AT\, BitwardenTDuoEBEFIICLE T,

i, B[ ODuoMNIREY AN —O—REHR—KM UL TWERWHTT, K DIC. DuoDEEE/NXILZFIBLT.

DUOND T I R ER ST AVIN—DZRRIEO T Y EINA/IXR T Z2HBENH D T,

DUoh 7Y 7« T3 REE TCDUOBIEE/SXILAS P U —Y 3 Y DREELTER I D&,

HIRTcBEXIEXHBRICOBED X VIIN—DZEZEOT A V& INAINR T Z8EHERS YR INHD T,
BRI DEBDODUERTET BICIFE. HHBOFFEETHINENRH DX I, HRIDEHTOUZFERL L ZBEOJ 1 v EZBMICT BICIE :
1. Bitwarden” = 77 7 cOJ1 > LTLEE L,

2 BB 2y Fr—AFALTEEEI VY —)LEREEET )

© 2025 Bitwarden Inc | Page 9 of 14


https://signup.duo.com/
https://admin.duosecurity.com/login
http://bitwarden.com.test/ja-jp/help/two-step-recovery-code/
http://bitwarden.com.test/ja-jp/help/user-types-access-control/

U bit\/\/a rd e n Secure and trusted open source password manager for business

Secure Note

New organization
0O 0

All items

Favorites C]
Login

Card

Identity

Secure note

0 Password Manager All vaults @ BN
£ Vaults _
FILTERS @ C] All Name Owner :
(o ) Com Credit Card
< O = o -
h g Visa, *4242
~  All vaults
A My vault « Personal Login :
@ Settlngs My Organiz__, : C] O myusername @ :
g1 Teams Org..
’ o

@ Shared Login

sharedusername

OB 0O <

Folders
No folder

&) Password Manager

Collections
e e

Default colle...

3 Secrets Manager

Admin Console

E O < @<

Trash
{ir Toggle Width
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U bitwarden Two-step login

Admin Console
R ~ Enforce Bitwarden Two-step Login options for members by using the Two-step Login Policy.

5 Collections To enforce Two-step Login through Duo, use the options below.

£ Members If you have setup SSO or plan to, Two-step Login may already be enforced through your Identity Provider.

&8 Groups Providers

= Reporting 2P Duc—u (Or_ganization] _ o _ _ P -
-' . Verify with Duo Security for your arganization using the Duo Mobile app, I,\Managejl

Billing N SMS, phone call, or U2F security key. i -

G} Settings ~

Organization info
Policies
Two-step login

Import data
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Duo (Organization)

Duo two-step login is required for your account.
Launch Duo and follow the steps to finish logging in.

] Remember me

Cancel

Use another two-step login method

server: bitwarden.com -~
© 2024 Bitwarden Inc.
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Welcome to

Duo Security

Let's set up an account to protect your identity.

Next
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