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KEEFBFREICS T S/NRAT — FEF+ a2V T 1 QBRI

EF, KEEBBRF2ANTA/N-2Fa 0T« ICENBELEFETS ). SLOEFIBFHEDdRNOEE,
SHICITEEENOETEEZEB LTS,

UL L. KRAT=EOEFa2UFICEALTIRE. IRXTOREAR UHEIR > TLIZDIFTIRAL),
ZDRICBEDDV EDTH BEMRERMMARA (NIST) (I, T REDEZHER. EIBEATHEE,
ZUTEDLEB—HTROZ—XICASH, UAN\—EFaUT 1 DFE HARS1Y, RALTS57F57 4R,
ZOMDOUY - RERFELTLD .,

NISTOH A INN—tZzF a1 UF 1 DR=JCTIE. "NISTOHA/IN—tF 21U F 1 OFEFRIL. EFiE, (TGS,
BRICE>TEESINTL\2EDEH B, FlIAIE THEEFES (OMB) X, TR TOEFBBAFERICKT U,
ERL2REBEUIDY AT AICTHTBNSTOTAN—tFa T BEEEHA T Y AOERESFETITTL 3,

BRSNS, NISTOEISIZELI R TOEMBRFEBEICEBMICZFTANDN, EEINTLZ3DIFTTIEZARL), Fi.
NISTIZZHEANEONEEEETHTLIZH, ZTONSTTIA, JxTHA FAELMILTIZ EVSHEDHREBA TS,

2024%F (%, EY FIO—FIUNCORHEEMUICIERICHESE, CO3IFER. NISTODU T TH1 R,
ZOAVTUVIIEERICBRELTHBICENMDET, RELUEEXTH o, BIBEREBEENLSDNH ofc, RTA FINTRIZ,
NRAT=F - E2FaUFACEHTZT7ENSADERENREL. " WEORMH ). HE FRIF AEFHMEERZ ., INXT—F -
EFaUT 1 OERDPYSAN\—EFa2UT s O2AEMAERCEALT. LDRLVABICEMND T\ 2ttOEEICIZ. Y1 /\—tFa2UF 1 -
AVISAESVFv - Z2Fa2UT 115 (CISA) . EFEBER (FBl) . EFHES|IEESR (FTC) . H/MBHEFT (SBA) BRENH B,

SE EYvhI—=FTUIETOLR— FICEESEEIESES (SEC) EMA =, HESE.
SECIZTEICH AN —tEFaUFT(ICATRIERI VYT FOBREERTITZRAUEHERLE, Y1/N\—-tFaUF1 -
AVTSATYREEHT BSECORBENERE A, ALKR— FTIISECHEBDI/SAT—R - 2FaUF« ICAAT 37 RINA X &HT 3,

RFOESITEN, EVRATEBEATE, BUWIVIY—FTAUAY - U1 bOSERITAOBEOL SRR BEMEI RIEX T,
FAICEDEFEDZ S NBBOTHIY FTHAYSAUELENTL S,

COT7EAAY FOBMIE, EHBENEDRA TS ITF 1 AE, REORMA S BEFFICDLIT,
NRAT— RFEFERTZIIRTOAEEETAH, BEITDZETHD, EFBRFAIICIE, INXT—F -
TFaAUFACHUTLI M) ELIEHBM 7 IO-FEESTLIBETBEESLIL,
IERMEDEDICE L >EUVEZENMMERECZEH D,

FLWRZEIC, RT—R - EFaUFAORRL - TISUF4RICDVTIR, AVEYHADEMESNDDH B, &ALR— I,
ZFOFHMAEELHL, FHMAELIEEDTH 3,
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NRRAT=RERS ){\XT—-RFEF+2UTF 1 DIRK

=PA
KRD=F - 2FaUF(FHEY RFLOHA RS

REEIRERMBHAFET (NIST)
ROA RINDRX
HAN—EFaUFs -4V TS5EFaUT 1% (CISA)
ExZE2RER (NSA)
ErLeRES

EHBER (FBI)
EFENE|IZE R (FTC)

k=]

EFEEEZEES (FCC)
F/NEZEFT (SBA)
AEZEEIZE S (SEC)

=

ZDMDOUY —X

NKRD=F - 2FaUF1FH#AY ATFLDAIES1Y
BT ZF A1 UFOREQIEFICEINTREFEES Y /155

Excellent

o NRAT=F - IR=Iv—DEREHEE
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© 2025 Bitwarden Inc | Page 3 of 36


https://docs.google.com/presentation/d/e/2PACX-1vRMIEhHFxEBUsWf5-f8Qexv-6uWaDlt-VvItjouCHu0ogO1WDbkjuWY-nFYn3BvvRRwWYl6oAFNA0fq/embed?start=false&loop=false&delayms=3000

U bitv\/ a rd e n Secure and trusted open source password manager for business

o JAXT— ROZ2MESSICHD B32FA/MFAQEMZIEHE
o 2IERMBEFIVUTAICEATIMENRHT. NISTOHA RS VICERLTL S,

o NRAT=F - -EFaUTICATBHERRIEZ, DANDPT L BHELPTI L BOFPITEHEBT 3,

Very Good

NRT =R - IR=Iv-—DERAEERE

BERINRAT - FOEEMZERAS

INRAD - FOR2MES5ICHD 52FA/MFAQ R E M E 151

2ENEBEF 21U T ICATIMENEIT. NISTOHA RS VICEHMLTLS,

NAT=F - 2F2UFT 1 ICHI BHERSFIEZ, BBET, BELPT < BOIFDINGETHBLTLAL,

Good

INAT = BIR—T v —DERIIHERLIL)

o HMER/INRAT— RFOEEMERAS
o JNRAT— ROXLMESSICHD 32FA/MFAQNEMEIEHE
o 2B EFaIVUT«ICEHATIMENERHTIZIAL, NISTOHA RSA4VICERUTLVEL),

o NKRAT—=F - FaUFT v CHATBERFIREEZ, DHDPI L BHELPT . BOITDICEHRABLTLAL,

o NRAT—=RIR—Iv—DERIFHERELAL)
o BEAXNAT—-RFOEZMEHRAD

o NAD—FROEFa2UT1EIS[CHR—- I 22FA/MFAOERZE—B L TEITTLIRL),
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o 2RMIBEFAVTAICETIMENEIHTIIAL, NISTOHA FSAVICERLTLEL),

e NAT=F - EFaUFT < CHATBERFIEEZ, DHDPI L BRHLPT . BOITDIEHRBLTIAL),

Room for Improvement

o NNRAT—RIR—=Iv—DOFERIIHEELGL

o BEM/INAT—FOEEMEFARGL

o NRAT—FROEFa2UTF1ZEESSICHR— T 32FA/MFAOREHREZITTL AL

o 2ANBEFIVTAICEHIZMENRMTIIEL. NISTOHA BSAVICERLTLEL),

e NAT=F - EFaUFT < CHTBERFIEEZ, DHDPI L BRHLPT . BOITDIEHRBLTLAL,

KEEIFRESHFTHFR (NIST)
NISTUROIRIRIAY LI L—=LD—% | IA-5(18)
REEOT RItT R
o HHNIEIE | NXAT—R-IR—Iv—
o JAAT— RELMUBIETBHIC, [BE: ABTED/\RT— RIRX—Iv—]1&EHT 3,
o FDYT ABEEOIY FO-IVEFEBLT/INAT— F&ERET 2,
o BRI —RAEESNTIBYZATATIZ, NAT— RANBICEMTHBC L.
BUINRD— REAEROYATATEESNTULWRWC EEZRIET DI CEN., UIRXUIFEEELERS, INXAD—F - Ix—Iv—[d
B2R7AYDY FOROOBEHITRERSZ/INAT— REEENICER L. REFITBZDOT. CORBEOREERS, /NXAT—F -
IR—Iv—EFERATBZEENDY YL, BRSNS T—R -

RR=I v —ICL>TERSNE/NNRAT— ROV Y Y 3V EBNICTESCETH S, LIeh' o T INRAT— FOUREICIE.
INZAT— REBSHL. F—JVICATSA U TRET DREDRENVETH 2,

W

=

FIZIN - PATITA4TA - HAESAY
REEDOT )0 R

o EERESINMEIT. MABMNBIRT 3158, LA EESXFORSTICLAEFNIZFESEL), CSP
FRISREBENBIESISBIR UCRBREMEIL, LECEEXFORSICULAITNIEAST (SHALL) . IRTHFICLTELL)
(MAY ), CSP £RIHREEEN. BIALULEEBEO TS Y IURAFICREEINTINBZ EICEDLT, BER UK
MBZEHFITULRIGE., TRV SA NP OBTEHEERIRTZ2LOSERINZIENET 3,

B SNIEMBICT T 2MDOEMIDEEIIRE SN BZANETIIEL[SHOULD], ZDREMIE M {TEFABRE I NEHBORE |
[CRENTLVB,
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RNUT7A4T7IE MMABNEBIRUEREREY -V LY FORSHALVLECEESNFTHICEEZE RLREFNIZARS ALY (SHALL) ,
RUT7A47I13. MABEBNBIRUE, VALK EEANFORSOETUMEEHFATINET H5 (SHOULD) , AR—AXFEFEIC,
FARTOENRIASCI[RFC 20]XF (3, BERINEM BTHFREINBIANETH B[SHOULD], 2 =3— R[ISO/ISC 10646]
XFEZFTANBZIANETHB(SHOULD), RASIDETEEMEEZE U, WREEE IIREIEDFIIC,
EHIT3EHOTAXNFEIDOZTAXFICEBRULT HLL), MBOLIDETIIIT> TIXAR SV [SHALLNOT], EEEOREODEHTII,
UnicodeM& 11— FRIIIXFE UTHARBITNIEES AL (SHALL) ,

CSPICE o T (BAIX, B8ISFC) FllTREBICL>T(FIAIE. A—-UDFHULLPINEERULIEEEID)
SUFLITBIRENZBRBINLEWZIL, LRECEEXNFOREITRITNIERST, BRABSINLES VS L - EY FEREEE[SP 800-90A]
EFERALTEMShRITNIERS L),

BREUMRIREEIE, TR SA\H, BAEShTORWEREN TV RRRER "V b ZREFETZICEEHFTLTIIES L,
RNUT747IE BRINEHBERIRT 2RIC. BEOEEOBEHRMWGIZAIL. "What was your first pet? "R E)EFERT 3 LD,
MIAE TR UTIZA 5 2L \(SHALL NOT),

B SNICHBERES SUVEEI 2ERENIET BF. RAEIL. —MRIICERASHh, FHSh,

FREBBIEINZZENMMENTVZEESD U ME, BROWBELLE U FNIZAS AL (SHALL) ., BIZIE UX RICIE
CNESICREETNDEDTIIRVA, UTZEESHTELL .

o BEDERI-NANEFELSNE/NRAT-F,
o HEDHEE,

o B1)IRUERILELT BXF (7 : 'aaaaaa’. 1234abcd') .

Y—-EXL 1-Y-8 SLVZORERELZE. IVTFI FEEOERE,

BIRUICREBENU R FICEENTUB5E, CSP XICIIMRLEL. BIOMBERIRT 2UENSGS CEEYTRU S 1/\[TBAL,
EEDEHERRAL. TRV SANICRHOEBEOREREERTZ2EDET 3,

RNYIT7A47I1E, INAT— Re&EE [ Meters]/REDH ATV AEMAEICIEE L.
A-HF—HIENRREEHEEBRTEDRLDICHIEITRNETH B[SHOULD], DT &I,

FROUX FTERESNENENMERINTCEICHEICEETHD, BELRE, URL7YTISN(ZFLTEZESECIEEITEHL)
B S NIEMZBOLMLANEZEPEIEY 205 TdH B([Blacklists],

NUIT714713, V¥ avs22iciBdEicnd &), BTRISAINOT HOY FTITASRERT
DEEEHEMRVICHIRET B L — FHEIEEA DI LAEEZELRITNIZAS AL (SHALL),

NUT7A 7L BRINCRECT L ThOBAREA (RLXFEOREZERT 5. ERUTEDRINIXFERIETZLLE)
ZERINETRL) (SHOULDNOT) , #REEEIL. B SNRBEEERICHIZITTERNICO)EEY B & BRI ANETI3AL(SHOULD
NOT), fefeL. RUT7A 7L RIABEORBIAMLDIRNH 2155, BEIMICEELRFNIEES5E L) (SHALL)

NUT 747 BRESNCWBEANNT SR, BREDN "R— b, WEEFERI B LEFHAII NETHS (SHOULD) ,
CNIEEL>T. BLEODNTULSB/NRT—F - IRX—=I v —DEANEHICAD., Z2LDEHE,
Q- AL DBNBETHEERRY 2rIRENSE 2.

BERENBLEUCHEESEKANTEZLDIC, HIAEL, WENAANESNZET, —EOR v FPT7IIURITIEREL,
NBERRI DA TV aVERBEIRETH S (SHOULD) , CThick), #FREL BERHIERERINICSVSRICL B3B8,
ANEWRITZENTES, NUIT7A7I3E. EUVVWANEERTZHIC. EXENANSINCEICERE.
A-Y-—DHBICELDANTNEXFERRTDCEEHFTUTELL (MAY) , THIIFICE/INTIVESERICHTIIES,

NUT7471E BREPMMEBAOMMEZRHIT ScHIC. BIESNICMBZEEZERT 5 RIC,
ARSNICESHERASNICREF v RIVEERA UATNIEERSAL[SHALLL
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o MRIFEIZ. FEULERBEA TSI VRBICMEOSH 2R TRELRITNIEES ALY (SHALL) , BERESNicZERII.
BR—AEMTREHEREFER LT, BRI\ attInBFhILBSE0) (SHALL) , BEERBEHKIZ. /NXXT—E, VIL k.,
AR MMEREANEL, KRAD=RBN\YY1Z&4E/MT 2, TOEMIE, NXAT=—R - N\vy¥a-

T7ANEANFULKBEICEZ /AT - FFEIOERTESMBENICTZZETH), LA >THIKZEOOX FEEL<T 3NN
BILF BT ETH D, BUABERREAHOFAE LUTIE, /WA T — BER— 2O #EEH REE72(PBKDF2)[SP 800-132]4PBalloon[BALLOON]
NH3, AEU/N\—FAEHIZ. RBOOAX FEEMIEZIOT, FRITNETY (SHOULD ) , FiEHEELIE.
BEFENYY a2 Ay tE—IFEET— RHMAC)[FIPS 198-1], SP 800-107 [CE LI\ TEB I Nic/\ v 1%L,

TFaF7/\va7)LTU XL 3(SHA-3)[FIPS 202], CMAC[SP 800-38B]Z f=ld Keccak A wtz— Vi 1 — R(KMAC),

NRYIA XeJEElE SHAKE(cSHAKE), 7z |3 ParallelHash[SP800-185]1 EDEA S Nic—AEMREMEERA LAIThIXm S Al
(SHALL), EHREMOBIREINIEEANRIGZ. ERELZ—HRAMEBROHENRER U THSZNE THB[SHOULD],

o VILFIEILRLCEEINEY FETRITNIZAST[SHALLL RESHE/N\YY 2BOVIL MEOBERERIMELT 2 LDIC,
FEEICBRShBITNIERS BV [SHALLL, VILMEEERD/\ VY 20EF1IE. BESNERBERIEFEFER LT,
EY TR SANZEICREFESARITN X5V [SHALL],

e PBKDF2MIHFE. JX FEREIIRERENTH D, PBKDF2EAMORERBAZITNITBIFLE,
INADT = REN\YY 2aQFEICHNZEBIIRCARSZ, Lo T, REOBIIIREY —/)I\—OHEENFITRIXRESTRETH ),
BEIZVE L EE10000EREITRETH 3,

o MAT. WMIEFEIT. MIEELITHIH>TNZIRWBOV I MEEFER LT, BEHPEHO BNREEEITINETHB[SHOULD],
ZOVILHMEIL, FERIh3158. BRSNS YSY L Ev k- YR —%—[SP800-90Ar]IC Lk > TEHR S, SP800-
BAORFUEY aVTHESNERNM EFaUT18E (FEOHMRENN2 EY b)) ZRELRFNIEAS L, BEBOVIL MHMEIL,
Ny aftenfcRBINRBERRIC@AIE. N—ROz7EFaVFsEY21-ILOLOBHEILBT/INA R)YREFELRITNIE
BBAL[SHALLl, COEBMREICK)., N\yvyaftehiBBESNERBCTIT 2TV — LT+ —IAWEIL,

MEZEOVIL MENWEOXEXTH DRI, BENTIIAL,

o A N—tFa1UFT1EHAMB2023T7O071)—-X
o RIEBEDOT RINA X

o XZAT- KR BLOBHBUY—RICTIERATBLODRIANZIXLELT, STEREELEODNTIIS, /IXT— K
AN LREPLT—IBENDF— I OUBM L ZRUET S ODORIEOHHFETH S, RETHAMR/ AT — R,
AEBFYSAYTRENDTSAR— FCBTTDICBRIEET,

W%
ait
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KEEIIRESHHFAT (NIST)
By FOITYORESTHMIESICEL

JRRT— k- Yx— T+ —DEREHRE

BER/INRAD - FOEEMEFRAD

INAT — FDE2MZE S 5ICFH 6 % 2FA/MFAQ M E M E 15T

EFXFaUFAICEATRT RINA Z2EHDRIT. NSTOHA RSAVICERLTLYS (NIST
TEPREFOEFT VT AICEHTRZ7 RINA AOEEEESHTLID),

INRDT—F - 2Fa2U7 1 ICET2HERESIEZ, BBFET, HHELPT L BOITPTVAETHBLTLAL,

BERBRELTED. REEQOEEEEDTLIDA

DI THA EDNENRD=RAABRSAVICT I CRATZORERNITIIARL), 7 BINA ZFIEFICKLIPDFICEENTH D,
ELBEFOENEESHZLTS,

"Verifiers SHOULD permit claimants to use “paste” functionality when entering a memorized secret. This facilitates the

use of password managers, which are widely used and in many cases increase the likelihood that users will choose
stronger memorized secrets.”

BA4I\=tFaUFs - 41T75tFa V5T 188 (CISA)
BLI)I\—= - LyRY
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Passwords
Shake up your password protocol.

PASSWORD

Gone are the days when you needed to come up with a

frustrating mixture of letters, numbers, and symbols.
According to NIST guidance, you should consider using the ﬂ * %k %k >k 3k

longest password or passphrase permissible. NCCIC
guidance suggests 16-64 characters.Some sites even allow
for spaces. Easy-peasy!

It’s important to mix things up—get creative with easy-to-remember ways
to customize your standard password for different sites. Having different
passwords for various accounts can help prevent cyber criminals from

Ready for extra credit? The most secure way to store all your unique
passwords is by using a password manager. With just one master password,
a computer can generate and retrieve passwords for every account you
have—protecting your online information, including credit card numbers
and their three-digit CVWV codes, answers to security questions, and more.

gaining access to these accounts and protect you in the event of a breach.
Always keep your passwords on the down-low. Every time you share or
reuse a password, it chips away at your security by opening up more
avenues in which it could be misused or stolen.

SYBLD T TREAAER
REEDT F/1 R
o PREBBRXFOAZ-715/)IAT— FEERTB/{XT— FRUY —EBAT 3,

o NRAT—F - IR=Iv—Id. T2B/N\XT—FOFMEEEICR/RIEEY, ERAFO/NXT—-F -
RR=TIv—A\DTVI7EAZELENDOHIRL. MFAGE, ERTORBTIATELRIRNTOEF1UT 1 HEZEWICT 3,

W

=

R EFhMNRZ/(ZDT — FOER
REEFEOT /81 X

s FINEEPIEEDHZ/N\vH—OEBNRENTHD., TIYFINGERLO—MRIBEADR
BENINRT — BPIREZ/IRAT—FTH B,

o LML, REBICBNBNRAT—RENRT=FR - IR—Iv—DEREREHDIITZET.
EYRADKLETD ENTE DDIIBRLE,

o EAEEIYRADINTOTAIY FT, RLKTSUYFLRBRIAZ -V RBINZADT— REM[EL, XZXT—F -
RR=TIy—ZFE>TENRIKDIICTBET, REERLELLDS ! ZLT, ITZ’;"U7’¢7’D/\4’>"’ EHBHLT,
MEBDNYRATLAICT IV EATIRICENRBNZAT - FEFERATBILOEBMITELLD, ThITLD, T—YEIR2ICRE SN S,

W

z
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Fa7-77 - D=L RIEGERI/INAT—R

REEDOT RIST R

o NAT—=R - IR=Iv—=ICEFEFXLLD ! XRT—F - IXx=IYv—[d. AEEDOLHICHEMIC/NAT— REERL. RFEL.
ANNT3, 59hIE ABZEhETN, KAT—F -
RER=Iv—BEROEODENR/INAT— REIDEFEA TS F I\ EICRZ, SFHEO/AXT—F -
RRx—=Iv—&4{N UTL1BConsumerReportsD LS ")NADT—F - IXR=Iv—, OBEETEIBHREERERET 3,
LEa—-ZHRATAT IV aveEtRL, ORIV IOTSAZRDIFELL S,

Excellent

A

U bitwarden
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BA4)\=tFaUFs - 41275 Fa V57118 (CISA)
By FOITYORESTHMIESICEL

e KR - RR-Tr—DOEAERE

BER/INRAD - FOEEMEFRAD

e KNAT—-FDZeMEESICHD B2FA/MFAORE L ZIEHE

2ERNBEF 2T ICEATIMENREIT. NISTOHA RSAVICEMLTI S,

IKZAT—F - 2F2UF 1 ICHT BHERFIEEZ, BFET, BELPT < BOIF®INGETHBLTLAL,

ERLT2HRER (NSA)

SYBLAYT7HEHL R

REEDT BI)CL R

o VPELKEBBXYENIAZ-VRINAT—REERTZ/INAD—-RRUY—-EEAT 3,

o NRAT—F - IR=—Iv—Id. T2B/N\XT—FOFMEEEICR/RIEEY, EAFO/NZXT—-F -
RR=TIv—A\DTVI7EAZELENDOHIRL. MFAGE, ERTORBTIATELRIRNTOEF1UT 1 HEZEMICT 5,

W

=

YZAANRRAD— FOBERA LIS 77142
REEOF )01 2

o BF, RYET=Y - AVISICHTBHEEMEMLTNBZZLE Ry FT—=75 -
TINA R T BRANEELRERBIETH I LEBRBMIEI2EDTH 2, Ry FT—U R,
UTFOLORBFEEATERICESSSNDEIHEMEND S !

o NRAT—ROBERNEN (TW—FT3—RNZAT=RFXTL—ICEL))
o BEEMNSINTLRNEFA-ITEESINLI-F—DRET 71V (\v¥atsnfc/\AT-FZEZD),

o NRAT—ROBHA (BESNLTINAINSERTEINL/INRAT— R, DT /I\A XAEBRETBHICERSNDEEENHS ),

o NRD—-FRZEEMTERATDE, TINAZANEBERASNDURIHEE S, NSAIL,
ERTI\A RAEEEIIERECZERAAEECHELTNZD, NRAT—-REFTRINEIRSBLIEEEH S,
BNENRAT—-RFREZIVIVILERIRTZCET, FRELDERICITZENTE S,

o FIRERMRDRET BIcoH, BNRNRAT—FEFEAL, 753 vV SN TEXICERBRShDDZER <,
MTDINRDT=RRUS =TS E :

o Z\XF, AXF, 5. BFOBEH#ELENLRD ;

o REBFIBXFML,
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“Disable the feature that allows web browsers to remember your passwords. Secure your passwords in a password
manager.”
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https://www.dhs.gov/medialibrary/assets/videos/24095
https://www.dhs.gov/topics/cybersecurity#:~:text=Overview%20of%20DHS%20Cybersecurity%20Sprints
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Room for Improvement

o
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https://www.dhs.gov/topics/cybersecurity#:~:text=Overview%20of%20Additional%20Ongoing%20Cybersecurity%20Priorities
https://www.dhs.gov/topics/cybersecurity#:~:text=Additional%20Information
https://www.dhs.gov/topic/cybersecurity
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https://www.fbi.gov/scams-and-safety/on-the-internet
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"Be careful with what information you share online or on social media. By openly sharing things like pet names, schools
you attended, links to family members, and your birthday, you can give a scammer all the information they need to
guess your password or answer your security questions.”
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https://consumer.ftc.gov/articles/use-two-factor-authentication-protect-your-accounts
https://consumer.ftc.gov/articles/use-two-factor-authentication-protect-your-accounts#OTP
https://consumer.ftc.gov/articles/use-two-factor-authentication-protect-your-accounts#app
https://consumer.ftc.gov/articles/use-two-factor-authentication-protect-your-accounts#key
https://consumer.ftc.gov/articles/creating-strong-passwords-and-other-ways-protect-your-accounts
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https://www.consumer.ftc.gov/articles/password-checklist
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"Use a password manager. A third-party password manager also can create a strong password. To find a reputable
password manager, read expert reviews. Make sure the password for your password manager is strong. And protect it

like you do your other passwords."
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https://pages.nist.gov/800-63-3/sp800-63b.html
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https://www.commerce.gov/news/blog/2023/10/national-cybersecurity-month-protecting-yourself-online
https://www.nist.gov/news-events/news/2020/01/nist-releases-version-10-privacy-framework
https://www.nist.gov/news-events/news/2020/10/nist-offers-quick-start-guide-its-security-and-privacy-safeguards-catalog
https://www.nist.gov/itl/smallbusinesscyber
https://www.commerce.gov/issues/cybersecurity
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10. Passwords and authentication

Require employees to use unique passwords and change passwords every three months. Consider
implementing multi-factor authentication that requires additional information beyond a password to gain entry.
Check with your vendors that handle sensitive data, especially financial institutions, to see if they offer multi-
factor authentication for your account.
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https://www.sba.gov/business-guide/manage-your-business/strengthen-your-cybersecurity#section-header-2
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Enable Multi-Factor Authentication

Multi-Factor Authentication (MFA) is a mechanism to verify an individual’s identity by
requiring them to provide more than just a typical username and password. MFA
commonly requires users to provide two or more of the following: something the user
knows (password, phrase, PIN), something the user has (physical token, phone), and/or
something that physically represents the user (fingerprint, facial recognition). Check with
your vendors to see if they offer MFA for your various types of accounts (e.g., financial,

accounting, payroll).
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The Commission has noted that cybersecurity risks have increased alongside the ever-increasing
share of economic activity that depends on electronic systems, the growth of remote work, the
ability of criminals to monetize cybersecurity incidents, the use of digital payments, and the
increasing reliance on third party service providers for information technology services, including
cloud computing technology. In my view, artificial intelligence and other technologies may enhance
both the ability of public companies to defend against cybersecurity threats but also the capacity of
threat actors to launch sophisticated attacks. The Commission also observed that the cost to
companies and their investors of cybersecurity incidents is rising at an increasing rate. All of these
trends highlight investors’ need for improved disclosure.
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