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Nodtillgang

Nodatkomst tilldter anvandare att utse och hantera betrodda nédkontakter, som kan begara atkomst till deras valv i nédfall.

( @ Note

Only premium users, including members of paid organizations (Families, Teams, or Enterprise) can designate trusted emergency
contacts, however anyone with a Bitwarden account can be designated as a trusted emergency contact.

If your premium features are cancelled or lapse due to failed payment method, your trusted emergency contacts will still be
able to request and obtain access to your vault. You will, however, not be able to add new or edit existing trusted emergency

contacts.

\

Stall in nédatkomst

Att konfigurera nddatkomst ar en process i tre steg dar du maste bjuda in en anvandare att bli en betrodd nédkontakt, de maste
acceptera inbjudan och slutligen maste du bekrafta att de accepterar:

=|nvite

As someone who wants to grant emergency access to your vault, invite a trusted emergency contact:

1.In the Bitwarden web app, navigate to Settings —» Emergency access:

(U Il Emergency access s @

O Vaults Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
or Takeover your account in case of an emergency. Visit our help page for more information and details into how

< Send
zero knowledge sharing works. Learn more about emergency access

<, Tools

= Reports Trusted emergency contacts + Add emergency contact
Settings i You have not added any emergency contacts yet, invite a trusted contact to get started.

My account

Security Designated as emergency contact
Preferences You have not been designated as an emergency contact for anyone yet.
Subscription

Domain rules

Emergency access

2.Select the + Add emergency contact button:
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0 Password Manager

£ Vaults

<7 Send

<\, Tools

= Reports
Settings
My account
Security
Preferences
Subscription
Domain rules

Emergency access

Emergency access B o

Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
or Takeover your account in case of an emergency. Visit our help page for more information and details into how
zero knowledge sharing works. Learn more about emergency access

Trusted emergency contacts + Add emergency contact

Name Access |level Options

. "'L'- View

Designated as emergency contact

You have not been designated as an emergency contact for anyone yet.

3. Enter the Email of your trusted emergency contact. Trusted emergency contacts must have Bitwarden accounts of their own, but

don't need to have premium.
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Invite emergency contact X

Invite a new emergency contact by entering their Bitwarden account email address below. If

they do not have a Bitwarden account already, they will be prompted to create a new account.

Email (required

User access
@ View
-an view all items in your own vault

Takeover

Wait time
7 days -

Nimie requ rec] before putomatical W BT Nt ng o 0n5s

4. Set a User Access level for the trusted emergency contact (View-only or Takeover).

5. Set a Wait time for vault access. Wait time dictates how long your trusted emergency contact must wait to access your vault after
initiating an emergency access request if the access is not manually approved.

6. Select the Save button to send the invitation.
Your trusted emergency contact must now accept the invitation.

@ Note

Invitations to become a trusted emergency contact are only valid for five days.

=Accept

As someone who wants to receive emergency access to another vault, accept the issued email invitation:
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1.In the received email invitation, select the Become emergency contact button in the email to open an emergency access page in
your browser:

U bitwarden

You have been invited to become an emergency contact for Bitwarden User.

If you do not wish to become an emergency contact for Bitwarden User, you
can safely ignore this email.

Become emergency contact

vy ODO ok

© 2024 Bitwarden Inc.

Emergency access invitation
2.Log in to your Bitwarden account to accept the invitation. If you don't already have a Bitwarden account, you will need to create one.

Once you have accepted the invitation, the inviting user must confirm your acceptance before you can initiate access requests.
=Confirm

As someone who wants to grant emergency access to your vault, confirm your new trusted emergency contact:

1.In the Bitwarden web app, navigate to Settings - Emergency access:
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U I Emergency access = @

0 Vaults Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View

4 Send or Takeover your account in case of an emergency. Visit our help page for more information and details into how
. zero knowledge sharing works. Learn more about emergency access

4, Tools

== Reports Trusted emergency contacts + Add emergency contact

Settings i You have not added any emergency contacts yet, invite a trusted contact to get started.

My account

Security Designated as emergency contact
Preferences You have not been designated as an emergency contact for anyone yet.
Subscription

Domain rules

Emergency access

2.In the Trusted emergency contacts section, the invited user should appear with a Needs Confirmation status card.Using the :
menu, select Confirm from the dropdown menu:

U Il Emergency access i .
0 Vaults Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
4 Send or Takeover your account in case of an emergency. Visit our help page for more information and details into how
. zero knowledge sharing works. Learn more about emergency access
4, Tools
= Reports
P Trusted emergency contacts + Add emergency contact
Settings
Name Access level Options
My account
e,
HEE B BN | Needs confirmation )
. L
Security - -
Preferences | +/ Confirm ‘

| > Remove ‘

Subscription

Designated as emergency contact

Domain rules You have not been designated as an emergency contact for anyone yet.

Emergency access

To ensure the integrity of your encryption keys, verify the displayed fingerprint phrase with the grantee before completing confirmation.
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Anvand nédatkomst

Efter installationen kommer féljande avsnitt att hjalpa dig att initiera atkomst som en betrodd nédkontakt eller hantera dtkomst som
nagon som har utsett en betrodd nédkontakt:

Q Tip

The following Manage access tab also contains information about what to do when you no longer want your trusted emergency
contacts to have View or Takeover access to your vault.

=|nitiate access

Initiate emergency access

Complete the following steps to initiate an emergency access request:

1.In the Bitwarden web app, navigate to Settings —» Emergency access:

0 Password Manager

) Vaults

< Send

<, Tools

= Reports
Settings
My account
Security
Preferences
Subseription
Domain rules

Emergency access

Emergency access = @

Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
or Takeover your account in case of an emergency. Visit our help page for more information and details into how
zero knowledge sharing works. Learn more about emergency access

Trusted emergency contacts + Add emergency contact

You have not added any emergency contacts yet, invite a trusted contact to get started.

Designated as emergency contact

You have not been designated as an emergency contact for anyone yet.

2.1n the Designated as emergency contact section, select the : menu icon and choose Request Access:
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(U LSO =2 Emergency access B

O Vaults Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View

or Takeover your account in case of an emergency. Visit our help page for more information and details into how

<7 Send
. zero knowledge sharing works. Learn more about emergency access

<, Tools

== Reports Trusted emergency contacts + Add emergency contact

Settings i You have not added any emergency contacts yet, invite a trusted contact to get started.

My account
Security Designated as emergency contact

Preferences Name Access level Options

Subscription

Domain rules ¢ \
‘ 49 Request Access ‘

Emergency access
‘ > Remove ‘

3.In the confirmation window, select the Request Access button.

An email is sent to the user telling them that access was requested. You will be provided access to the grantor's vault after the
configured wait time, or when the grantor manually approves (see Manage access tab) the emergency access request.

Access the vault

Complete the following steps to access the vault once your request has been approved:

1.In the Bitwarden web app, navigate to Settings - Emergency access:
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0 Password Manager

) Vaults

<7 Send

<, Tools

My account
Security
Preferences
Subscription
Domain rules

Emergency access

oon

Emergency access = @

Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
or Takeover your account in case of an emergency. Visit our help page for more information and details into how
zero knowledge sharing works. Learn more about emergency access

Trusted emergency contacts + Add emergency contact

You have not added any emergency contacts yet, invite a trusted contact to get started.

Designated as emergency contact

You have not been designated as an emergency contact for anyone yet.

2.1n the Designated as emergency contact section, select the : menuicon and choose the option from the dropdown that

corresponds with your assigned access:

¢ View - Selecting this option will display the grantor's vault items on this screen.

¢ Takeover - Selecting this option will allow you to enter and confirm a new master password for the grantor's account. Once
saved, log in to Bitwarden as normal, entering the grantor's email address and the new master password.

=Manage access

Approve or reject emergency access

You can manually approve or reject an emergency access request before the configured wait time lapses. Complete the following steps

to approve or reject emergency access:

1.In the Bitwarden web app, navigate to Settings - Emergency access:
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U I Emergency access = @

0 Vaults Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
or Takeover your account in case of an emergency. Visit our help page for more information and details into how
zero knowledge sharing works. Learn more about emergency access

Trusted emergency contacts + Add emergency contact

You have not added any emergency contacts yet, invite a trusted contact to get started.

<7 Send

4, Tools

My account

Security Designated as emergency contact

Preferences You have not been designated as an emergency contact for anyone yet.

Subscription
Domain rules

Emergency access

2.1n the Trusted emergency contacts section, use the : menu icon to select Approve or Reject:

(I Emergency access = @

0 Vaults Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
or Takeover your account in case of an emergency. Visit our help page for more information and details into how
zero knowledge sharing works. Learn more about emergency access

Trusted emergency contacts + Add emergency contact

Name Access level Options
My account
L L lemergcncy access initl. bl
— o) =P LT (e sccosin) :
Preferences -/ Approve
Reject

Subsoription Designated as emergency contact - e

g g \4 * Remove
Domain rules You have not been designated as an emergency contact for anyone yet.

Emergency access
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Revoking access

The steps to take to regain exclusive access to your vault after using emergency access depend on which access level was granted:

Revoke view access

Trusted emergency contacts who are given View access will be able to view your vault items once they are approved and until their
access is manually revoked. To manually revoke access, use the : menu to X Reject access:

oon
ooo
ooo

Grant and manage emergency access for trusted contacts. Trusted contacts may request access to either View
or Takeover your account in case of an emergency. Visit our help page for more information and details into how
zero knowledge sharing works. Learn more about emergency access

Trusted emergency contacts + Add emergency contact

U LG =3l Emergency access

) Vaults

<7 Send

2 Tools

Name Access level Options
My account
‘ | IL = (Emergency access app_) : .
Security View :
| u ( .
Preferences ‘ > Reject ‘
Subscription . X Remove
Designated as emergency contact —

Domain rules You have not been designated as an emergency contact for anyone yet.

Emergency access

Revoke a takeover

Trusted emergency contacts who are given Takeover access will, once used, have created a new master password for your account. As a
result, the only way to revoke access involves:

1. Obtaining the new master password they created for your account and using it to log in the web vault.

2.Changing your master password to one that they do not know.

Mer information

Palitliga nodkontakter

Betrodda nédkontakter maste vara befintliga Bitwarden-anvandare, eller maste skapa ett Bitwarden-konto innan de kan acceptera en
inbjudan. Betrodda nédkontakter behdver inte ha premium for att bli utsedda som sadana.

En anvandares status som betrodd nédkontakt ar knuten till ett unikt Bitwarden-konto-ID, vilket innebéar att om en betrodd nédkontakt
andrar sin e-postadress kravs ingen omkonfigurering fér att behalla sin nédatkomst. P4 samma satt, om nodtilltradesgivaren andrar sin
e-postadress, kravs ingen omkonfigurering.

Om en betrodd nédkontakt skapar ett nytt Bitwarden-konto och tar bort det gamla kontot, kommer de automatiskt att tas bort som en
betrodd nédkontakt och maste bjudas in igen.
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Det finns ingen grans fér antalet betrodda nédkontakter en anvandare kan ha.

Q Tip
You can reject an emergency access request by your trusted emergency contact at any time before the configured wait time
lapses.

Anvandaratkomst

Betrodda nédkontakter kan beviljas en av féljande anvandaratkomstnivaer:

e Visa:Nar en begaran om nodatkomst beviljas, ges denna anvandare visnings-/lasatkomst till alla objekt i ditt individuella valy,
inklusive 16senord for inloggningsobjekt och bilagor.

Q Tip

You may revoke access to a trusted emergency contact with view access at any time.

o Overtagande: Nar en begaran om noédatkomst beviljas maste denna anvandare skapa ett huvudlésenord fér permanent
las—/skrivatkomst till ditt valv (detta kommer att ersatta ditt tidigare huvudldsenord). Takeover inaktiverar alla
tvastegsinloggningsmetoder som &r aktiverade for kontot.

Om bidragsgivaren dr medlem i en organisation kommer bidragsgivaren automatiskt att tas bort fran alla organisationer som de inte ar
agare till vid évertagandet. Agare kommer inte att tas bort fran eller forlora behérigheter till sina organisationer, men policyn fér
huvudlésenordskrav kommer att tillampas vid évertagande om den ar aktiverad. Policyer som vanligtvis inte tillampas pé dgare kommer
inte att verkstallas vid 6vertagande.

Hur det fungerar

@ Note

The following information references encryption key names and processes that are covered in the Hashing, key derivation, and
encryption section. Consider reading that section first.

Noédatkomst anvander utbyte av offentlig nyckel och kryptering/dekryptering for att tillata anvandare att ge en betrodd nédkontakt
behorighet att komma at valvdata i en krypteringsmiljé med noll kunskap:

1. En Bitwarden-anvandare (bidragsgivaren) bjuder in en annan Bitwarden-anvandare att bli en betrodd nédkontakt (bidragstagaren).
Inbjudan (giltig i endast fem dagar) anger en anvandaratkomstniva och inkluderar en begaran om bidragstagarens RSA Public Key.

2.Bidragstagaren meddelas om inbjudan via e-post och accepterar inbjudan att bli en betrodd nédkontakt. Vid godkannande lagras
bidragstagarens RSA Public Key tillsammans med anvandarposten.

3. Grantor meddelas om inbjudan accepteras via e-post och bekraftar att bidragstagaren &r sin betrodda nédkontakt. Vid bekraftelse
krypteras bidragsgivarens symmetriska anvandarnyckel med hjalp av bidragstagarens offentliga RSA-nyckel och lagras
tillsammans med inbjudan. Bidragstagaren meddelas om bekraftelse.

4.En nodsituation intraffar, vilket resulterar i att bidragsmottagaren behéver tillgang till bidragsgivarens valv. Bidragstagaren lamnar in
en begaran om akutatkomst.
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5. Bidragsgivaren meddelas om begéaran via e-post. Bidragsgivaren kan nar som helst manuellt godkanna begaran, annars &r begéaran
bunden av en bemyndigandespecifik vantetid. Nar begaran godkanns eller vantetiden |dper ut, levereras den offentliga nyckel-
krypterade anvandarens symmetriska nyckeln till bidragsmottagaren fér dekryptering med bidragstagarens privata RSA-nyckel.

Alternativt kan bidragsgivaren avsla begaran, vilket kommer att férhindra att bidragstagaren far tiligdng enligt beskrivningen i nasta
steg. Att avsla en begéran kommer inte att ta bort mottagaren fran att vara en betrodd nodkontakt eller hindra dem fran att goéra
atkomstforfragningar i framtiden.

6.Beroende pa den angivna anvandardtkomstnivan kommer bidragstagaren antingen:

e Skaffa visnings-/lasatkomst till foremal i bidragsgivarens valv.

e Bliombedd att skapa ett nytt huvudlésenord fér bidragsgivarens valv.
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