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Rapid7 SIEM

Rapid7is a security platform offering several ways to analyze vulnerabilities and threat data, such as security information and event
management (SIEM). With the Rapid7 Bitwarden integration, developed by the team at Rapid7, organizations can monitor Bitwarden
organization and event activity with the Bitwarden app on Rapid7's InsightConnect software.

@ Note

The Bitwarden plugin on InsightConnect is available for cloud and Insight Orchestrator users. This guide will demonstrate the
cloud setup. For more information on Insight Orchestrator, see the Rapid7 documentation here.

Setup

Create Rapid7 account

To start, you will need an account with Rapid7 with access to InsightConnect. Create an account on the Rapid7 website.

Download the Bitwarden plugin

1. Access the InsightConnect dashboard.

2.0n the navigation menu, select SETTINGS — Plugins & Tools.
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3. Search Bitwarden in the Extension catalogue and install the plugin.

4.Return to your Extension library and select the Bitwarden plugin, then + Create Connection. Keep the connection window open,
information from the Bitwarden web vault is required to complete the next step.

Bitwarden

arden & 200 rapid? 0 G G Cazzmsseome) (G ) [oee
Bitwarden is an integrated open source... P - -
® View
Cb Response 317 id7 0 ( carbon black )( response -+ Create Connection
AR rapi
Cb Response is the most complete endpoint... P
iy Remove
110 10 of 30 entries 1 2 2 Next _lumn ta naae: # Gon

5.1n a new tab or window, access your Bitwarden organization's Client ID and Client Secret. Log in to the Bitwarden web app and open
the Admin Console using the product switcher:
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6. Navigate to your organization's Settings — Organization info screen and select the View API key button. You will be asked to re-enter
your master password in order to access your APl key information.

APl Key X

Your APl key can be used to authenticate to the Bitwarden public
API.

/. Warning
Your APl key has full access to the organization. It should be kept secret.

/” OAuth 2.0 Client Credentials

client_id:

organization.[ll la of 1™ ™ 1" & == L
client_secret:

I.I | | .l | I | I N | - n I

scope:

api.organization

grant_type:

client_credentials

Organization api info
7.Copy the client idand client secret values.Return to the Create a Cloud Connection window:
1. Paste the client id value into the Client ID field.
2.Paste the client secret value into the Client Secret field. In order to access this field, select Add Credential from the Select

Credential dropdown menu. Paste the client secret value in the Secret Key field. Complete any additional Name and
Description values you wish to include in the connection.

8. Once you have input the values, select Save & Test Connection. Rapid7 will run a connection test and indicate if the setup was
successful.

@ Note

Your organization APl key information is sensitive data. Do not share these values in nonsecure locations.

Create a workflow

To begin monitoring data with Rapid7, create an InsightConnect workflow. This guide will demonstrate creating a cloud workflow and
then testing the workflow.

1.On the main navigation, select WORKFLOWS.

2.1n the right corner of the screen, select Add Workflow to begin.
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3. A window will appear showing different options for creating a workflow. For this example, select Start From Scratch. Advanced users
may choose to browse existing templates.

Add Workflow

Do you want to start from scratch, or browse for templates in the Extension Library?

Start From Scratch

Browse Templates

Do you have an .icon workflow file to import? ‘ & Import from File

4.0n the Create New Workflow window, complete the following required fields:

1. Workflow Name: Create a name for the Workflow such as Bitwarden Logs.
2. Time Savings: Time that this Workflow will save.

3. Optional: Include Summary and Tags for the Workflow as desired.

5. Select Create once you have finished.

Create workflow trigger

1. Click on the new trigger in the workflow editor. In the Select a Trigger window, select select the trigger you would like to use to initiate
your workflow, such as API Trigger. Complete the following required fields:
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1. Name: Provide a name for the new trigger.
2. Variable: Choose variable such as Event.

3. Data Type: Select String.

4. Optional: Enter a Trigger Description to keep notes about the use of the trigger.

2.Select Close once you have completed the setup.

Add a workflow step
1.On the workflow editor, select the [+| plus icon to add a new step.

Bitwarden

_|_

Add Step

2.Select + Action to add a new action. Select Bitwarden from the plugins list.
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3.0n the Select an Action screen, choose the action you with to monitor. For this example, we will be selecting List Events. Select
Continue once you have made your selection.
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4. Choose the Cloud option for running. On the connection drop down, choose the Bitwarden connection we established previously in
the guide. Select Continue once complete.

5. 0n the Configure Details screen, complete the optional fields as required by your setup, such as Start Date.

6. Select Save Step once you have customized the step details.

@ Note

Rapid7 allows several actions to be created and chained together. You may repeat this step with additional Bitwarden actions to
report more information. See a complete list of Bitwarden integration actions here.

Test workflow

1. Return to the Workflow Editor and select Test to try out the workflow. The Test Workflow window will appear. Select Test Workflow at
the bottom of the window to run the process.

2. This may take a moment. Once complete, a Job Details window will appear with results of the workflow:
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v Object (2) + Download [l Copy
Ssuccess : true

v events [16]

» 0 (6)
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actingUserld : L
date:2024- l  HTH |
device :
ipAddress : I 1 =
object : event
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v 3 (6)
actingUserld : L H m
date : 2024- H B
device -
ipAddress: @ H W
object : event
type: 1602

» 4 (7)

Enable workflow
1. To enable the workflow, select WORKFLOWS from the primary navigation.

2. Activate the workflow by using the toggle option:

‘Alerting & Notifications
Cloud Security
Endpoint Detection &
Response

o Bitwarden Mat McCabe Aug 20, 2024 2 0 i
Identity & Access
Management
Vulnerability
Management

3.0nce active, reports will be generated based on the trigger settings established on your workflow. View these reports by selecting
JOBS on the navigation.
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