RESOURCE CENTER

Bitwarden Across
Industries

How Bitwarden can help tackle challenges faced by industries
and business sectors today

Get the full interactive view at
https://bitwarden.com/sv-se/resources/bitwarden-across-industries/
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Bitwarden helps secure prominent companies across industries

Bitwarden serves tens of thousands of businesses and millions of end users globally.
Regardless of their type of work, each of them benefits from the Bitwarden open source
approach to trust, accountability, and security.

Learn how Bitwarden can
secure:

Business Services

Interested in learning how Bitwarden can help your company? See how Bitwarden brings value .
¢ Information Technology

to your business and view more resources on specific industries below.

e Advertising & Marketing

Finance
Government
Healthcare
Insurance
Manufacturing
Media & Internet
Public Utilities
Software

Telecommunications

Transportation & Travel
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Business Services

Information Technology

Bitwardenis trusted in IT
by...

the worldwide leader in

enterprise open source
solutions for IT professionals

| | a leading data storage and

. disaster recovery solutions
(AR RN RN RN RNN) provlder

a multinational identity and
access management
software company

Needs: Password security, user management, easy administration, secure file/text transfer,

automation
Bitwarden Solutions: “Bitwarden is a solution
to the enterprise-class
e Provide password security to your organization with powerful administration tools and headache. No more
simple user management. uncertainty and

process approximation
around password
e Boost productivity by enabling users to securely share logins and other data with management.”

¢ Integrate with existing SSO systems and directories, and utilize APIs for automations.

specifically-assigned teams or user groups.

. . . L ) Alberto Gaiga, CEO
e Securely transmit text and files with Bitwarden Send to anyone inside or outside the Intesys

organization using end-to-end encryption.

Case study: How Intesys Uses Bitwarden for Business Collaboration

“To be able to not only
provide our clients with
a better user

Case study: Managed Service Provider GreenLoop Delivers Intuitive Password Security for Their

Clients .
experience, but

strengthen their
password management
and overall security -

Blog: Securing Remote Work with a Password Manager

Blog: Workplace tips on how to send documents securely over the internet o
this is priceless for the

Resource: Choose the Right SSO Login Strategy GreenLoop team’

Stephen Moody, CTO
GreenLoop
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Advertising & Marketing

Bitwarden is trusted in
advertising & marketing by...

a European retail and
tourism organization with
over 12 million daily
customers

a brand development and
management company
connecting with consumers
around the world

a top 5 contextual online
Needs: Sharing logins for tools, securing contractors, secure file/text transfer advertising network

Bitwarden Solutions:

e Collaborate on important social media accounts with shared logins and integrated two-
factor authentication.

e Add productivity by simplifying login with autofill and reducing failed logins and password
resets.

e Provide account teams and contractors a way to access the services and tools they need,
without compromising access control.

¢ Use the Bitwarden Send feature to securely transmit encrypted sensitive client information
and deliverables.

Blog: Five Best Practices for Password Management
Help article: Autofill a Login
Webcast: Securing 3rd Party Contractors

Blog: Introducing Bitwarden Send for secure one-to-one information sharing
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Finance

Needs: Password security, user management, secure file/text transfer, auditable logs
Bitwarden is trusted in

finance by...

one of the largest banking
institutions serving the

southeast with
approximately $8B in assets
and over 100 branches

an independent wealth
management and planning

D firm with over $200 billion

under management

a Canadian financial group

Bitwarden Solutions: and trust company
e Password security to all levels of your organization with robust user and group management a trusted regional credit
tools. union with billions in assets

e Keep sensitive information secure as vault items are end-to-end encrypted, with an el Uienszidls ©F Cusie e

auditable event log.

e Securely send encrypted sensitive information to anyone, including internal teams and end
clients.

e Bitwarden maintains compliance standards including SOC 2, GDPR, Data Privacy Framework
(DPF), and CCPA.

Resource: SOX Compliance Guide: Simplify Compliance with Bitwarden for Enhanced Security
and Confidentiality

Blog: The Benefits of Password Managers for Finance Companies

Blog: What the World's Largest Credit Card Companies Say About Security
Blog: How the Gramm-Leach-Bliley Act governs data security practices
Blog: Introducing Bitwarden Send for secure one-to-one information sharing

Help article: Event Logs
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Government

Needs: Security compliance, password security, secure sharing, self-hosting
Bitwarden is trusted in

government by...

a prominent office within a
branch of the U.S. Federal
Government

U.S. State Governments and
departments

multiple U.S. county
governments on the eastern

——a seaboard

the city government of a
musical municipality

Bitwarden Solutions:

e Use Bitwarden to secure government business and federal agencies with end-to-end, zero-
knowledge protection for passwords and sensitive data.

e Utilize the same encryption standards and additional controls to securely send text and
files.

e Deploy with the secure Bitwarden cloud or use a self-hosted deployment to satisfy more
stringent policies, each accessible via computers and mobile device end-clients.

Page: Bitwarden Security and Compliance

Blog: What's Happening on The Hill: Federal Information Security Modernization Act
Blog: How State and Local Government Benefits from Password Management

Blog: Host Your Own Open Source Password Manager

Blog: New York Takes on Credential Stuffing and Passwords
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Healthcare

Needs: Compliance, password security, auditable logs, secure file/text transfer
Bitwarden is trusted in

healthcare by...

one of the largest healthcare
systems in the Pacific
Northwest

a learning hospital system in
France

one of the largest non-profit
health care networks in a
northeastern state

Bitwarden Solutions:

e Provide password security to all levels of your organization with robust user and group
management tools.

e Keep sensitive information secure as vault items are end-to-end encrypted, with an
auditable event log.

e Securely send encrypted sensitive information to anyone, including internal teams and end
clients.

e Bitwarden maintains compliance standards including HIPAA, SOC 2, GDPR, Data Privacy
Framework (DPF), and CCPA.

Blog: The Healthcare Industry: A Prime Target for Cyberattacks

Blog: Why use a HIPAA-Compliant password manager

Blog: HIPAA Password Requirements Explained

Blog: Introducing Bitwarden Send for secure one-to-one information sharing
Page: Bitwarden Security and Compliance

Help article: Event Logs
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Insurance

Needs: Sharing logins for tools, password security, user management, easy administration . . .
Bitwarden is trusted in
insurance by...

a Fortune 500 insurance
provider to prevent
password mayhem

a medical insurance
marketplace that sells plans
in all 50 states

a leading New Zealand
insurance firm offering
coverage for cars, homes,
boats, and more

Bitwarden Solutions:

¢ Increase team productivity with easy access shared logins to internal tools and secure
workspaces.

¢ Keep sensitive information secure with end-to-end encrypted logins, tools to generate
strong passwords, and reporting for exposed passwords and data breaches.

e Create user groups with assigned access to the correct internal systems.

e Add productivity by simplifying login with autofill and reducing failed logins and password
resets

Blog: Five Best Practices for Password Management
Blog: Vault Security in the Bitwarden Password Manager
Help article: Groups

Help article: Autofill a Login
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Manufacturing
Needs: Strong password security, user management
Bitwarden is trusted in

manufacturing by...
)

private organizations that
assist with official NASA
missions

the #1HVAC company

D ranked by U.S. News & World
report

a leading producer of

I advanced materials,

chemicals and fibers

000

an international luxury

Bitwarden Solutions: automotive manufacturer

. . . . . . with a 100 year heritage
e With manufacturing quickly moving to interconnected devices, keep all levels of the

operation secure with password security and powerful user management controls.

e Create user groups with assigned access to the correct internal systems and cycle strong,
generated shared passwords.

e Protect notated configurations of system-connected devices on field mobile devices with
secure notes.

e Add productivity by simplifying login with autofill and reducing failed logins and password
resets.

Resource: Choose the Right SSO Login Strategy
Blog: Preparing for the Executive Order on Improving the Nation’s Cybersecurity
Blog: Strategies for Keeping Smart Devices Secure

Help article: Autofill a Login
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Media & Internet

Needs: Unlimited devices, cross-platform compatibility, secure file/text transfer, password
security, secure notes

fI7CP
A Iﬁ
N /

Bitwarden Solutions:

e Use Bitwarden on an unlimited number of devices and on browsers, mobile devices, and
desktop applications and across operating systems.

e Securely send encrypted sensitive information to anyone, including internal teams and end
clients.

e End-to-end encryption keeps vault items secure, and assign user groups to specific
collections of passwords.

e Encrypt and store secure notes in the vault or as a file attachment.
Case study: Golden Communications Streamlines Productivity with Intuitive Password
Management

Case study: Global Language Platform Strengthens Password Sharing and Management with
Bitwarden

Case study: University of Toronto Press Solves for Efficient Password Sharing with Bitwarden
Blog: Vault Security in the Bitwarden Password Manager

Blog: Securing Remote Work with a Password Manager
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Bitwarden is trusted in
media & internet by...

a home entertainment
company specializing in high
performance speaker
systems and custom A/V
installations

an industry-leading web
hosting provider

the news arm of a large,
family-owned international
media group

"When employees need
to share passwords,
they now do so through
Bitwarden. This is more
secure and the IT
department can track

the status of sharing.

And, of course, there
are no more weak and
reused passwords."

Brent Long, IT
Administrator DMM
Eikaiwa

“There are absolutely
improvements in
productivity, there’s
improvements in the
workflow. Bitwarden
allows me to be more
productive and have
quicker solutions that
are also more secure. |

am able to leverage

Bitwarden in any of my
automations.”

Shane Rodness,
Network Administrator
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University of Toronto
Press

Public Utilities

Needs: Security compliance, password security, auditable logs
Bitwarden is trusted in

public utilities by...

a water utility that serves 15
cities and more than 2
million people

a community-owned
municipal electric and
telecommunications
company in the northeast

a gas and infrastructure
company supplying an
entire US. state

Bitwarden Solutions:

e With Bitwarden, protect passwords and sensitive data using end-to-end, zero-knowledge
Only 22% of

encryption.
respondents have
e Control access to critical systems with easy user management and integrations into implemented cyber
identity management services. protection efforts that

. . . . - re monitored regularl
e View and export an auditable trail of event logs for user and admin activity. IR eelee] (el

¢ Review and evaluate the open source Bitwarden code for the best standard in trust and Water Sectory
transpa rency‘ Coordinating CounC":

State of the Sector

2021: Cybersecurity

Page: Bitwarden Security and Compliance
survey

Blog: Preparing for the Executive Order on Improving the Nation’s Cybersecurity

Blog: How Better Password Security for Water Utilities Can Help Prevent Cybersecurity
Incidents

Help article: Event Logs
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Software

Needs: Secure sharing of logins, custom autofill, user management, auditable logs

/>

L1

Bitwarden Solutions:

e Increase team productivity with easy access shared logins to internal tools and secure
workspaces.

¢ Robust custom fields autofill data from the encrypted vault into web applications,
including SSH keys or other stored credentials.

e Provide password security to all levels of your organization with robust user and group
management tools.

e Assign user groups to specific collections of credentials and use the auditable event log to
track access and history.

Case study: High-growth Delivery Startup Glovo Boosts Password Security and Compliance
with Bitwarden

Blog: Create Custom Fields in a few Clicks

Help article: Autofill a Login

Help article: Event Logs

Help article: Using Collections
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Bitwarden is trusted in
software by...

an augmented reality
gaming company known for
getting players to go outside
and stop at points of
interest

the leading omnichannel
coupon and loyalty program
technology company

a top 10 anti-malware and
cybersecurity firm
defending sensitive data
worldwide

“Once people started
to experience that
ease of use and

security can go
together with

Bitwarden, adoption
was natural.”

Alexander Antukh,
Director of Security
Glovo
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Telecommunications

Needs: Password security, user management, secure sharing, securing contractors . . .
Bitwarden is trusted in
telecommunications by...

a Fortune 100 networking
and telecommunications
company

a multinational radio
communications company
providing critical public
safety infrastructure

a provider of cloud
infrastructure and data
center services

Bitwarden Solutions:

e Keep sensitive information secure with end-to-end encrypted logins, tools to generate
strong passwords, and reporting for exposed passwords and data breaches.

¢ Create user groups with assigned access to the correct internal systems.

e Use shared logins to increase team productivity with easy access to internal tools and
secure workspaces.

e Set access controls easily with robust administration tools for multiple client teams and
outside contractors.

Blog: Vault Security in the Bitwarden Password Manager
Blog: Five Best Practices for Password Management
Help article: Groups

Webcast: Securing 3rd Party Contractors
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Transportation & Travel

Needs: Password security, user management, secure login sharing . . .
Bitwarden is trusted in

transportation & travel by...

one of the largest regional air
travel companies with daily

\ flights to 100 US. cities

a leading autonomous
mobility developer jointly

working with large
automobile manufacturers
\ a travel company managing

several popular ticketing
websites for cheap trips

Bitwarden Solutions:

e With a decentralized workforce with varying access needs, keep all levels of the operation
secure with password security and powerful user management controls.

e Assign user groups to specific collections of credentials that can be arranged by function,
location, or division.

e Add productivity by simplifying login with autofill and reducing failed logins and password
resets.

Page: Install and Sync All of Your Devices
Blog: Securing Remote Work with a Password Manager
Help article: Using Collections

Help article: Autofill a Login
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